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Important User Information

Read this document and the documents listed in the additional resources section about installation, configuration, and
operation of this equipment before you install, configure, operate, or maintain this product. Users are required to
familiarize themselves with installation and wiring instructions in addition to requirements of all applicable codes, laws,
and standards.

Activities including installation, adjustments, putting into service, use, assembly, disassembly, and maintenance are
required to be carried out by suitably trained personnel in accordance with applicable code of practice.

If this equipment is used in a manner not specified by the manufacturer, the protection provided by the equipment may
be impaired.

In no event will Rockwell Automation, Inc. be responsible or liable for indirect or consequential damages resulting from
the use or application of this equipment.

The examples and diagrams in this manual are included solely for illustrative purposes. Because of the many variables and
requirements associated with any particular installation, Rockwell Automation, Inc. cannot assume responsibility or

liability for actual use based on the examples and diagrams.

No patent liability is assumed by Rockwell Automation, Inc. with respect to use of information, circuits, equipment, or
software described in this manual.

Reproduction of the contents of this manual, in whole or in part, without written permission of Rockwell Automation,
Inc., is prohibited.

Throughout this manual, when necessary, we use notes to make you aware of safety considerations.

WARNING: Identifies information about practices or circumstances that can cause an explosion in a hazardous
environment, which may lead to personal injury or death, property damage, or economic loss.

ATTENTION: Identifies information about practices or circumstances that can lead to personal injury or death, property
damage, or economic loss. Attentions help you identify a hazard, avoid a hazard, and recognize the consequence.

> D>

IMPORTANT  Identifies information that is critical for successful application and understanding of the product.

Labels may also be on or inside the equipment to provide specific precautions.

SHOCK HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that dangerous
voltage may be present.

BURN HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that surfaces may
reach dangerous temperatures.

ARCFLASH HAZARD: Labels may be on or inside the equipment, for example, a motor control center, to alert people to
potential Arc Flash. Arc Flash will cause severe injury or death. Wear proper Personal Protective Equipment (PPE). Follow ALL
Regulatory requirements for safe work practices and for Personal Protective Equipment (PPE).

B> > >
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Preface

This manual describes how to use 1756 ControlLogix” Digital Safety I/O
modules in Logix 5000™ control systems.

Make sure that you are familiar with the following:

¢ Use of a safety controller in a Logix 5000 control system.
e Use of safety systems.

e Use Studio 5000 Logix Designer” application environment.

Termino'ogy The following table defines terms that are used in this manual.
Abbreviation Full Term Definition
1002 One out of Two Identifies the programmable electronic controller architecture.
ae™ Common Industrial Protocol An industrial communication protocol that is used by Logix 5000-hased automation systems on EtherNet/IP™,

ControlNet®, and DeviceNet® communication networks.

(IP Safety™ Common Industrial Protocol — SIL-rated version of CIP.
Safety Certified

— Connection Logical communication channel for communication between nodes. Connections are maintained and controlled
between masters and slaves.

L (laim Limit The maximum safety integrity level (SIL) that can be achieved.

DC Diagnostic Coverage The ratio of the detected failure rate to the total failure rate.

EDS Electronic Data Sheet, A template that is used in RSNetWorx™ software to display the configuration parameters, I/0 data profile, and
connection-type support for a given 1/0 module. RSNetWorx software uses these simple text files to identify
products and commission them on a network.

EN European Norm. The official European Standard.

GSvV Get System Value Aladder logic instruction that retrieves specified controller status information and places it in a destination tag.

— Multicast The transmission of information from one sender to multiple receivers.

NAT Network Address Translation The translation of an Internet Protocol (IP) address to another IP address on another network.

ODVA Open DeviceNet Vendor Association | A nonprofit association of vendors that are established for the promotion of CIP networks.

PC Personal computer Computer that is used to interface with and control a Logix-based system via the Studio 5000° environment.

PFD Probability of a dangerous failure on | The average probability of a system to fail to perform its design function on demand.

demand

PFH Average frequency of a dangerous | The probability of a system to have a dangerous failure occur per hour.

failure per hour

PL Performance Level 150 13849-1 safety rating.

— Process safety time Period of time between a failure, that has the potential to give rise to a hazardous event, occurring in the
Equipment Under Control (EUC) or EUC control system and the time by which action has to be completed in the
EUCto help prevent the hazardous event occurring.

— Proof test Periodic test that detects failures in a safety-related system so that, if necessary, the system can be restored to an
as-new condition or as close as practical to this condition.

SIL Safety Integrity Level A relative level of risk-reduction that is provided by a safety function, or to specify a target level of risk reduction.

SNN Safety Network Number Safety network number, which uniquely identifies a network across all networks in the safety system. You are
responsible for assigning a unique number for each safety network or safety subnet within a system.

SSv Set System Value A ladder logic instruction that sets controller system data.

— Standard Devices or portions of devices that do not participate in the safety function.

— Unicast The transmission of information from one sender to one receiver.
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Preface

Additional Resources These resources contain information about related products from
Rockwell Automation.
Resource Description

1756 ControlLogix 16-point Sinking Safety Input Module Installation Instructions,
publication 1756-IN079A-EN-P

Provides installation information for the 1756-1B16S safety input module.

1756 ControlLogix 8-point Safety Bipolar/Sourcing Output Module Installation
Instructions, publication 1756-IN081A-EN-P

Provides installation information for the 1756-0BV8S safety output module.

ControlLogix Chassis Installation Instructions, publication 1756-IN621

Provides installation information for ControlLogix chassis.

ControlLogix Power Supply Installation Instructions, publication 1756-IN619

Provides installation information for ControlLogix power supplies.

ControlLogix /0 Modules Specifications Technical Data, publication 1756-TD002

Provides specifications, wiring diagrams, and schematics for ControlLogix I/0 modules.

GuardLogix 5580 and Compact GuardLogix 5380 Controller Systems Safety
Reference Manual, publication 1756-RM012

Provides information on how to achieve and maintain Safety Integrity Level (SIL) and
Performance Level (PL) safety application requirements for GuardLogix® 5580 and Compact
GuardLogix 5380 controllers.

ControlLogix 5580 and GuardLogix 5580 Controllers User Manual, publication
1756-UM543

Provides information on how to install, configure, program, and use ControlLogix 5580
controllers and GuardLogix 5580 controllers in Studio 5000 Logix Designer application
projects.

Safety Automation Builder and SISTEMA Library

Download Safety Automation Builder® software to help simplify machine safety design and
validation, and reduce time and costs. Integration with our risk assessment software
provides you with consistent, reliable, and documented management of the Functional
Safety Lifecycle.

The SISTEMA tool, also available for download from the Safety Automation Builder page,
automates calculation of the attained Performance Level from the safety-related parts of a
machine’s control system to (EN) IS0 13849-1.

Industrial Automation Wiring and Grounding Guidelines, publication 1770-4.1

Provides general guidelines for installing a Rockwell Automation industrial system.

Product Certifications website, rok.auto/certifications

Provides declarations of conformity, certificates, and other certification details.

8 Rockwell Automation Publication 1756-UM013A-EN-P - June 2019


http://literature.rockwellautomation.com/idc/groups/literature/documents/rm/1756-rm012_-en-p.pdf
http://literature.rockwellautomation.com/idc/groups/literature/documents/td/1756-td002_-en-e.pdf
https://literature.rockwellautomation.com/idc/groups/literature/documents/in/1756-in079_-en-p.pdf
https://literature.rockwellautomation.com/idc/groups/literature/documents/in/1756-in081_-en-p.pdf
https://literature.rockwellautomation.com/idc/groups/literature/documents/um/1756-um543_-en-p.pdf
https://literature.rockwellautomation.com/idc/groups/literature/documents/in/1756-in619_-en-p.pdf
https://literature.rockwellautomation.com/idc/groups/literature/documents/in/1756-in621_-en-p.pdf
https://www.rockwellautomation.com/en_NA/capabilities/industrial-safety-solutions/overview.page?pagetitle=Safety-Automation-Builder&docid=ef863d3d3422316df38f212973b23076
http://www.literature.rockwellautomation.com/idc/groups/literature/documents/in/1770-in041_-en-p.pdf
https://rok.auto/certifications

Chapter 1

Digital Safety I/0 Module Operationin a
Control System

Topic Page
Overview 10
Overall System Safety Function 12
About the Modules 21
Local 1/0 Modules or Remote I/0 Modules 23
Ownership 24
Construct a System 25
Configure the Modules 26
Input Module Operation 31
Output Module Operation 32
External Means 35
Protected Operations 36

Rockwell Automation Publication 1756-UM013A-EN-P - June 2019 9



Chapter1  Digital Safety I/0 Module Operation in a Control System

Overview GuardLogix" controllers use 1756-IB16S and 1756-OBV8S modules to control

devices in a control system.

Table 1- 1756 ControlLogix® Digital Safety I/0 Modules

Module Type (at. No. Description
Safety(” 1756-1B16S 18...32V DC 16-point sinking safety input module
1756-0BV8S 18...32V DC 8-point, safety output module that can be used as:
« Bipolar output module
«Sourcing output module

(1) You can use the safety modules in applications that are rated up to, and including, SIL CL3, PLe, Cat. 4 as defined in IEC 61508,
IEC61511, IEC 62061, and 1SO 13849-1.

ControlLogix modules mount in a ControlLogix chassis, and require a
removable terminal block (RTB) to connect all field-side wiring.

IMPORTANT A ControlLogix system with 1756-1B16S and 1756-0BV8S safety 1/0 modules
has been agency certified using only the ControlLogix RTB catalog numbers
1756-TBCHS, 1756-TBNHS, 1756-TBSHS, and 1756-TBS6HS.

Any application that requires agency certification of the ControlLogix system
using other wiring termination methods can require application-specific
approval by the certifying agency.

equipment, and all connected /0, must be powered from a safety extra low
voltage (SELV) or protected extra low voltage (PELV) compliant source.

For UL-compliant applications, the 1756-1B16S and 1756-0BV8S modules, and all
connected 10, must be powered from a SELV or PELV-compliant power source that is
rated 150VA maximum.

c ATTENTION: To comply with the CE Low Voltage Directive (LVD), this

IMPORTANT  All other 1/0 modules in the same chassis must use an SELV/PELV power supply.

10 Rockwell Automation Publication 1756-UM013A-EN-P - June 2019



Digital Safety /0 Module Operation in a Control System  Chapter 1

Controller and Software Compatibility

Controller and programming software compatibility requirements apply when

you use 1756 ControlLogix digital I/O modules.

Table 2 - Controller and Software Compatibility Requirements

Supported Studio 5000
Communication | Logix Designer®
Safety Modules | Location | Controller System (at. Nos. Protocol application
1756-1B16S, Local GuardLogix 5580 1756-L81ES, 1756-L82ES, 1756-L83ES, 1756-L84ES, 1756-L8SP 1756 Backplane Version 32.00.00
1756-0BV8S - or later, with
Remote | GuardLogix 5580 1756-L81ES, 1756-L82ES, 1756-L83ES, 1756-L84ES EtherNet/IP™ Add-on Profile.

Compact GuardLogix 5380 | 5069-1306ERS2, 5069-L306ERMS2, 5069-L310ERS2,
5069-L310ERMS2, 5069-L320ERS2, 5069-L320ERS2K,
5069-L320ERMS2, 5069-L320ERMS2K, 5069-L330ERS2,
5069-5069-L330ERS2K, L330ERMS2, 5069-L330ERMS2K,
5069-L340ERS2, 5069-L340ERMS2, 5069-L350ERS2,
5069-L350ERS2K, 5069-L350ERMS2, 5069-L350ERMS2K,
5069-L380ERS2, 5069-L380ERMS2, 5069-L3100ERS2,
5069-L3100ERMS2
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Chapter1  Digital Safety I/0 Module Operation in a Control System

Overall System Safety The following apply to the modules:
Function e Type-approved and certified for use in safety applications up to and
including SIL 3 per IEC 61508

e Suitable for use in safety applications up to and including SIL CL 3 per
IEC 62061

e Suitable for use in safety applications up to and including Performance

Level e (PLe), category 4 per ISO 13849-1

IMPORTANT  Functional safety certification and performance of 1756-1B16S and
1756-0BV8S modules requires that the modules operate in conditions at or
below the ambient operating temperature specification.

The probability of a dangerous failure on demand (PFD) and average
frequency of a dangerous failure per hour (PFH) calculations for these
modules are based on the module operating conditions adhering to the
ambient operating temperature specification.

For more information on the maximum ambient operating temperature
specification, see the 1756 ControlLogix I/0 Specifications Technical Data,
publication 1756-T1D002.

IMPORTANT  Requirements are based on the standards current at the time of certification.
For more information on safety application suitability levels:
1756-1B16S Input Module Features on page 45
1756-0BV8S Output Module Features on page 57

Determine Conformity

ATTENTION: Use only appropriate components or devices that comply with
the relevant safety standards and meet the required safety integrity level or

Performance Level and safety category.
Conformity to the requirements of the relevant safety standards must be
determined for the entire system by conducting a risk assessment.
Use devices properly according to the installation environment,
performance rating, and functions of the machine.
Use devices within their specified ratings.

We recommend that you consult a certification body regarding assessment
of conformity to the required safety integrity level or Performance Level.

You are responsible for confirming compliance with the applicable standards for
the entire system. You must read, understand, and fulfill the functional safety
requirements of the standard applicable to your safety application.

12 Rockwell Automation Publication 1756-UM013A-EN-P - June 2019
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Digital Safety 1/0 Module Operation in a Control System

Chapter 1

The type approval, certification, and suitability levels for 1756-IB16S and

1756-OBV8S modules describe a system with an overall system safety function of

SIL 3. However, you are not required to use 1756 ControlLogix digital safety

I/O modules only in safety applications with an overall system safety function of

SIL 3.

For example, a GuardLogix 5580 controller without a 1756-L8SP safety partner
is suitable for use in safety applications that are rated up to, and including,

SIL CL2, PLd, Cat. 3 as defined in IEC 61508, IEC 61511, IEC 62061, and
ISO 13849-1. You can use 1756-IB16S and 1756-OBV8S modules in such an

application.

GuardLogix 5580 controllers, when used with a 1756-L8SP safety partner are
suitable for use in safety applications that are rated up to, and including SIL 3,
and PLe, cat. 4 as defined in IEC 61508, IEC 61511, IEC 62061, and

ISO 13849-1. You can use 1756-IB16S and 1756-OBV8S modules in such an

application.
For more information on the suitability level of Logix 5000™ safety controllers,

see the GuardLogix 5580 and Compact GuardLogix 5380 Controller Systems
Safety Reference Manual, publication 1756-RM012.

Rockwell Automation Publication 1756-UM013A-EN-P - June 2019
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Chapter 1

Digital Safety I/0 Module Operation in a Control System

14

1756-1B16S Single-channel Point Operation Type

Thel756-1B16S module is single-channel Point Operation Type only. The
module channels are pre-configured and fixed at single channel Point Operation
Type. The signal status of each channel is evaluated. Based on that status, safety
input data and safety input status can be off or on.

To detect discrepancy faults between the channels of a dual channel safety device,
use dual channel safety instructions the GuardLogix safety task, for example, the
Dual Channel Input Stop (DCS) instruction.

1756-0BV8S Single-channel or Dual-channel Point Operation Type

You can use the 1756-OBV8S modules only in single-channel Point Operation
Type while in bi-polar mode. Bi-polar single channel Point Operation Type
consists of a P-M pair. P is the sourcing terminal, and M is the sinking terminal.

In sourcing mode, you can configure single channel or dual-channel Point
Operation Type. In sourcing, dual-channel Point Operation Type, both channels
must always be in the same logical state.

Dual-channel Point Operation Type is typically used when both safety outputs
are controlling the same load. Rockwell Automation recommends configuring
the module for dual-channel Point Operation Type in dual-channel applications
because it decreases the dangerous undetectable failure rate (Apy;) within the

module.

A= |
ouro-m | | [EEB[1EB] | ouro-p | g
ourn | | [TEB[TED! | ourree {gw
ourz-h | | [HEB(HED)! founr

ours | | [TEB[HER) | ours-p @
oura-m | | [HD (I | ourap
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Digital Safety 1/0 Module Operation in a Control System  Chapter 1

Obtain Firmware

Verify that the firmware revision of the 1756-IB16S and 1756-OBV8S modules

that you use is correct before commissioning the system.

Firmware information for safety I/O devices is available at the Rockwell
Automation Product Compatibility and Download Center (PCDC). The
PCDC is available at:

hteps://compatibility.rockwellautomation.com/Pages/home.aspx

Only download firmware and access product release notes from the Rockwell
Automation PCDC.

Do not download firmware from non-Rockwell Automation sites.

Safety Function During Firmware Update

The 1756-1B16S and 1756-OBV8S modules are not safety capable when a
firmware update is in process. You must use other methods to maintain the safety
function during the update process.

For information on how to maintain the safety function during the update
process, for example, remove the module from service to perform the update, see
the GuardLogix and Compact GuardLogix 5380 Controller Systems Safety
Reference Manual, publication 1756-RM012.
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Chapter1  Digital Safety I/0 Module Operation in a Control System

Safety Precautions

programmable electronic systems (PES) shall be aware of the safety

c ATTENTION: Personnel responsible for the application of safety-related

requirements in the application of the system and shall be trained in the use
of the system.

Observe these precautions for the proper use 1756 ControlLogix digital safety

I/0 modules.

function, follow these safety precautions.

c ATTENTION: As serious injury can occur due to loss of required safety

Never use test outputs as safety outputs. Test outputs are not safety outputs.
Do not use standard I/0 data or explicit message data as safety data.

Do not use the light-emitting diode (LED) status indicators on the 1/0
modules for safety operations.

Do not connect loads beyond the rated value to the safety outputs.

Apply properly specified voltages to the module. Applying inappropriate
voltages can cause the module to fail to perform its specified function,
which could lead to loss of safety functions or damage to the module.

Wire the 1756 ControlLogix digital safety /0 modules as shown in the 1756
ControlLogix 1/0 Specifications Technical Data, publication 1756-TD002.

Set unique network node addresses before you connect devices to the
network.

Perform testing to confirm that device wiring, configuration, and operation
is correct before you start system operation.

Do not disassemble, repair, or modify the module. This can result in loss of
safety functions.

For more information about safety precautions, see Ownership on page 24.

Installing and Replacing Modules

c ATTENTION:

Configure the replacement device properly and confirm that it operates
correctly.

After installation of the module, a safety administrator must confirm the
installation and conduct trial operation and maintenance.
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Digital Safety 1/0 Module Operation in a Control System  Chapter 1

Safety Application Requirements

Safety application requirements include evaluating the following:
e DProbability of failure rates (PFD and PFH)
e System reaction time settings

e Functional verification tests that fulfill appropriate safety-level criteria

Creating, recording, and verifying the safety signature is also a required part of
the safety application development process. The safety controller creates the
safety signatures. The safety signature consists of an identification number, date,
and time that uniquely identifies the safety portion of a project. This number
includes all safety logic, data, and safety I/O configuration.

For safety system requirements, including information on the safety network
number (SNN), verifying the safety signature, functional verification test
intervals, system reaction time, and PFD/PFH calculations, see the
GuardLogix 5580 and Compact GuardLogix 5380 Controller Systems Safety
Reference Manual, publication 1756-RM012.

You must read, understand, and fulfill the requirements that are described in this

publication before you operate a safety system that uses 1756 ControlLogix
digital safety I/O modules.
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Safe State

ATTENTION:
A « The safe state of the outputs is defined as the off state.

« The safe state of the module and its data is defined as the off state.

«  Use the 1756 ControlLogix digital safety /0 modules only in applications
where the off state is the safe state.

The following are the safe states of the safety modules:
e Safety outputs: OFF
e Safety input data to network: OFF

Figure 1- Safety Status

Networks Input to Networks OFF
Safety Status
/’__J‘_'_\
Output OFF |nput

The modules are designed for use in applications where the safe state is the
off state.

IMPORTANT  Ifyou inhibit a safety module from transitioning to a safe state when a fault
occurs because an 1/0 connection is lost, you accept responsibility for any
consequences that result from your decision to inhibit.

We recommend that you use other means to maintain the safe state if you
inhibit the safety module from transitioning to a safe state.
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Configuration Signature and Ownership

Every 1756 ControlLogix digital safety I/O module in a system has a
configuration signature and configuration ownership.

Configuration Signature

Each safety device has a unique configuration signature that defines the module
configuration. The configuration signature includes the following:

e ID number

e Date

e Time
The configuration signature is used to verify a module’s configuration.
Configuration Ownership

The connection between the owner-controller and the 1756 ControlLogix

digital safety I/O module is based on the following:
e 1756 ControlLogix digital safety /O module node number
¢ 1756 ControlLogix digital safety I/O module safety network number

e Controller node or slot number

IMPORTANT  If the owner-controller is a GuardLogix 5580 controller, the
controller has a slot number.

e Controller safety network number

e Path from the controller to the 1756 ControlLogix digital safety I/O
module

. Configuration signature
If any differences are detected, the connection between the owner-controller and

the 1756 ControlLogix digital safety I/O module is lost, the yellow yield icon
appears in the controller project tree.
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Different Configuration Owner

When a controller owns the I/O module configuration, other controllers can
listen to the input module. In this case, the module configuration signature in the
Logix Designer application project for any listening controller must match the
one in the owner-controller project.

TIP  If the safety module is configured for inputs only, you can copy and paste
the configuration signature from one project to the other.

If the safety module has safety outputs, for example, the 1756-0BV8S
module, the configuration signature parameter is disabled.

Reset 1756 ControlLogix Digital Safety I/0 Modules to
Out-of-Box State

If a 1756 ControlLogix digital safety I/O module was used previously, you must
clear the configuration ownership before you can install it on a safety network.
That is, you must return the module configuration to its out-of-box state.

When a 1756 ControlLogix digital safety I/O module is in the out-of-box state,
its configuration is not owned by a controller.

The Safety category on the Module Properties dialog box displays the module
Configuration Ownership. The Logix Designer application project must be
online to check.

If the module configuration is owned, the Safety category displays whether the
controller for the opened project owns the module configuration or another
controller owns it.

For information on how to reset the module in the Logix Designer application,
see Reset to Out-of-Box Configuration on page 93.

You cannot reset the module to its out-of-box configuration if any of the
following conditions exist:

e There are pending edits to the module properties.

e When a safety signature exists in the controller project.

The I/O modules use removable terminal blocks (RTBs) to connect field-side
wiring. You use the Studio 5000 Logix Designer application to configure the
modules (see Controller and Software Compatibility on page 11).

The I/O modules use the Producer/Consumer network communication model.
This communication is an intelligent data exchange between modules and other
system devices in which each module produces data without first being polled.
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About the Modules Figure 2 below and Figure 3 on page 22 show the parts of a 1756 ControlLogix

digital safety I/O modules.

Figure 2 - Example 1756-1B18S Module

DC INPUT DCINPUT

o1 234567

Item

Description

Backplane Connector—Interface for the ControlLogix system that connects the module to the backplane.

Top and bottom guides—Guides provide assistance in seating the RTB onto the module.

Status indicators—Indicators display the status of communication, module health, and input/output devices.
Indicators help in troubleshooting anomalies.

Connector pins—Input/output, power, and grounding connections are made to the module through these pins with
the use of an RTB.

Locking tab—The locking tab anchors the RTB on the module, maintaining wiring connections.

Slots for keying—Mechanically keys the RTB to help prevent making the wrong wire connections to your module.

Module with RTB installed
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Figure 3 - Example 1756-0BV8S

&> DbcoutpuT DC OUTPUT

Bllo 1234567 4
{0 1234567 K

SAFETY 0T SAFETY

Item Description

1 Backplane Connector—Interface for the ControlLogix system that connects the module to the backplane.

2 Top and bottom guides—Guides provide assistance in seating the RTB onto the module.

3 Status indicators—Indicators display the status of communication, module health, and input/output devices.
Indicators help in troubleshooting anomalies.

4 Connector pins—Input/output, power, and grounding connections are made to the module through these pins with
the use of an RTB.

5 Locking tab—The locking tab anchors the RTB on the module, maintaining wiring connections.

6 Slots for keying—Mechanically keys the RTB to help prevent making the wrong wire connections to your module.

7 Module with RTB installed
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Local I/0 Modules or You can use 1756 ControlLogix digital safety I/O modules as local or remote
I/0 modules, with some restrictions that are based on the module and controller
Remote I/0 Modules type. Compatibility requirements apply and are described in Controller and

Software Compatibility on page 11.

Local I/0 Modules

When I/0 modules reside in the same system as the controller, the modules are

local I/O modules.

Figure 4 - Local 1756 ControlLogix digital safety I/0 modules

0o i i GuardLogix 5580 Controller
© | 1756-L8SP Safety Partner
= T 1756-1B16S Safety Input Module
1756-0BV8S Safety Output Module
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Remote I/0 Modules

When 1756 ControlLogix digital safety I/O modules reside in a separate
location from a GuardLogix 5580 or Compact GuardLogix 5380 controller, they
are remote /O modules.

Remote 1756 ControlLogix digital safety I/O modules are accessible over an
EtherNet/IP network via a 1756 ControlLogix EtherNet/IP adapter.

Figure 5 shows remote safety I/O modules in a GuardLogix 5580 control

application.

Figure 5 - Remote Safety 1/0 Modules in a GuardLogix 5580 Control Application

GuardLogix 5580 Safety Controller
1756-L8SP Safety Partner 1756 ControlLogix EtherNet/IP Adapter
1756 ControlLogix Safety 1/0 Modules

8

LT AT

|

o
i

Stratix® 5400 Switch

PanelView™ Plus 7 Terminal

i I 3
Compact 5000™ 1/0 EtherNet/IP Adapter
Compact 5000 1/0 Safety Modules

PowerFlex® 527 Drive Kinetix® 5500 Drive

Every standard or safety I/O module in a GuardLogix 5580 control system must
be owned by a controller, also known as the owner-controller.

1756 ControlLogix digital safety I/O modules digital input modules can only
have one owner-controller. When a 1756 ControlLogix Digital Safety I/O
Module is used in a GuardLogix 5580 control system, the owner-controller
performs the following:

e Stores configuration data for every module that it owns.

e Sends the I/O module configuration data to define module behavior and
begin operation in the control system.

Each I/O module must continuously maintain communication with its owner-
controller during normal operation.
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Construct a System Before you install and use your module, you must do the following:

e Install and ground a 1756 chassis and power supply. To install these
products, refer to the publications listed in Additional Resources on

page 8.

e Order and receive an RTB and its components for your application. RTBs

are not included with your module purchase.

1756 ControlLogix 16-point Sinking Safety Input Module (1756-1B16S)
uses these RTBs:

1756-TBCHS Cage-clamp removable terminal block with standard
housing, 36-pin

1756-TBS6HS Spring-clamp removable terminal block with standard
housing, 36-pin

1756-TBES Extended-depth terminal block housing. Requires the

underlying connector.

For how to assemble and wire the RTB, see the
1756 ControlLogix 16-point Sinking Safety Input Module
Installation Instructions, publication 1756-IN079.

The 1756 ControlLogix 8-point Safety Bipolar/Sourcing Output Module
(1756-OBVSS) uses these RTBs:

1756-TBNHS Cage-clamp removable terminal block with standard
housing, 20-pin

1756-TBSHS Spring-clamp removable terminal block with standard
housing, 20-pin

1756-TBES Extended-depth terminal block housing. Requires the

underlying connector.

For how to assemble and wire the RTB, see the
1756 ControlLogix 8-point Safety Bipolar/Sourcing Output Module
Installation Instructions, publication 1756-IN081.

Rockwell Automation Publication 1756-UM013A-EN-P - June 2019 25


https://literature.rockwellautomation.com/idc/groups/literature/documents/in/1756-in079_-en-p.pdf
https://literature.rockwellautomation.com/idc/groups/literature/documents/in/1756-in081_-en-p.pdf

Chapter1  Digital Safety I/0 Module Operation in a Control System

Local I/0 Modules

Complete the following:

1. Install a GuardLogix 5580 controller.

2. Install the modules.

Remote I/0 Modules

Complete the following:

Install a GuardLogix 5580 controller.

Install an EtherNet/IP network.

Connect the controller to the network.

Install a 1756 ControlLogix EtherNet/IP adapter in the remote chassis.
Connect the adapter to the network.

Install the 1756 ControlLogix digital safety I/O modules.

AN A ST o

For information on how to install compatible controllers, adapters, and I/O
modules, see the publications that are listed in Additional Resources on page 8.

COnfigure the Modules You must create a Logix Designer application project for the controller that owns
the 1756 ControlLogix digital safety I/O modules. The project includes module

configuration data for the module.
The Logix Designer application transfers the project to the owner-controller
during the program download. Data is then transferred to the I/O modules either

across the backplane or over an EtherNet/IP network.

The I/0 modules can operate immediately after receiving the configuration data.

IMPORTANT  This section shows some Logix Designer application screens; it is not a
complete description of how to configure a module.

For more information on how to use the Logix Designer application to
configure 1756 ControlLogix digital safety /0 modules, see Chapter 5,
Configure and Replace Safety Modules on page 77.
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Connections with 1756 ControlLogix Digital Safety 1/0 Modules

During module configuration, you must define the module. Among the Module
Definition parameters with 1756 ControlLogix digital I/O modules, you must
choose a connection type for the module. A connection is a real-time data
transfer link between the owner-controller and the module that occupies the slot
that the configuration references.

When you download module configuration to a controller, the controller
attempts to establish a connection to each module in the configuration.

Because part of module configuration includes a slot number in the local or
remote system, the owner-controller checks for the presence of a module there. If
a module is detected, the owner-controller sends the configuration. One of the
following occurs:

e If the configuration is appropriate to the module detected, a connection is
made and operation begins.

e If the configuration is not appropriate to the module detected, the data is
rejected and the Logix Designer application indicates that an error
occurred.

The configuration can be inappropriate for many reasons. For example, a
mismatch in electronic keying that prevents normal operation.

The owner-controller monitors its connection with a module. Any break in the
connection, for example, the loss of power to the system, causes a fault. The Logix
Designer application monitors the fault status tags to indicate when a fault occurs
on a module.

During module configuration, you must define the module. Among the Module
Definition parameters with 1756 ControlLogix digital safety I/O modules, you
must choose how module is configured.

The choice depends on whether the project is downloaded to the controller that
owns the module configuration, that is, the owner-controller, or to a controller

that is listening to input modules in a project.

A real-time data transfer link is established between the controller and the
module that occupies the slot that the configuration references.

When you download module configuration to a controller, the controller
attempts to establish a connection to each module in the configuration.
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Configured By Options Available with the 1756 ControlLogix Digital Safety I/0 Modules

The Configured By choice determines what data is exchanged between the
owner-controller and the module. These are example Module Definition dialog

boxes, and available Connection choices, for the 1756-IB16S and 1756-OBVS8S

safety modules.

1756-1B16S Module

Module Definition

=)

Series:
Revision:

Electronic Keying:

[

001 =

il

ICnmpaﬁbIE Module 'I

Configured By:

Input Data: External Means
Muting Lamp Points: This Controller k

[ This Controlier -]

OK ] I Cancel I I Help

Table 3 - Configured By Choices - 1756-1B16S and 1756-0BV8S Safety Modules

1756-0BV8S Module

Module Definition* [

Series:

[

Revision:

i

001 [

Electronic Keying: {Compaﬁble Maodule ']

Configured By: This Controlier 'l
Input Data

External Means
Output Data: This Controller *
Output Mode: Sourcing -

OK. ] I Cancel I l Help

Table 3 describes the connection types that you can use with the 1756-IB16S and
1756-OBVS8S safety modules.

Configured By
Choice

Description

1756-1B16S Safety Input Module

1756-0BV8S Safety Output Module

This Controller

The module returns the following to the owner-controller:
+ General fault data
« Safety input data

The module returns the following to the owner-controller:
+ General fault data
« Safety input data
- Safety output data

When you choose This Controller, you must define the output mode that
the module uses, that is, sourcing or bipolar output mode.

External Means

When the External Means option is chosen, another controller listens to the data exchanged with the owner-controller. That i, it receives Safety input
data. A controller with this option does not write configuration for the module.

For more information on External Means, see External Means on page 35.
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Data Types Available with 1756 ControlLogix Digital Safety I/0 Modules

On the Module Definition dialog box for 1756 ControlLogix digital safety

I/O modules, you must configure data type parameters.

Table 4 describes the available data type choices based on module type.

Table 4 - 1756 ControlLogix Digital Safety I/0 Modules - Data Types

Catalog Number Supported Data Types Data Type Choices
1756-1B16S Input Data Safety Data
Safety Packed Data
1756-0BV8S Input Data Safety Data
Safety Packed Data
Output Data Safety Data
Safety Packed Data

For information on the Data Types, see Module Tag Definitions on page 113.

Output Mode Available with 1756-0BV8S Safety Output Module

The Module Definition for the 1756-OBV8S safety output module includes the
Output Mode parameter. This parameter defines whether the module is
operating in Sourcing or Bipolar mode.

IMPORTANT  If the Configured By parameter is External Means, the Output Mode
parameter is disabled. It is automatically set to None.

For more information on the Module Definition parameters that are available
with 1756 ControlLogix digital safety I/O modules, see the Logix Designer
application.

Rockwell Automation Publication 1756-UM013A-EN-P - June 2019 29



Chapter 1

Digital Safety I/0 Module Operation in a Control System

30

Requested Packet Interval

The Requested Packet Interval (RPI) is a configurable parameter that defines a
rate at which the owner-controller and the module exchange data.

You set the RPI value during initial module configuration and can adjust it as
necessary after module operation has begun. Valid RPI values for 1756
ControlLogix Digital Safety I/O Modules are 2...500 ms.

IMPORTANT  You can change the RPI while the project is online. If you change the RPI
while the project is online, however, the connection to the module is closed
and reopened in one of the following ways:

You inhibit the connection to the module, change the RPI value, and
uninhibit the connection.

You change the RPI value. In this case, the connection is closed and
reopened immediately after you apply the change to the module
configuration.

Connection Reaction Time Limit With 1756 ControlLogix Digital Safety I/0 Modules

With 1756 ControlLogix digital safety I/O modules, the Connection Reaction
Time Limit configuration affects the module RPL

The Connection Reaction Time Limit defines the maximum time that is allowed
between valid safety packets on the associated connection. If the Max Network
Delay exceeds the Connection Reaction Time Limit, a connection fault occurs.

By default, the Connection Reaction Time Limit is four times the RPL
Use the default values for Timeout Multiplier (2) and Network Delay Multiplier

(200). The Network Delay Multiplier value is in terms of percentage. Thus, 200
means 200%.

IMPORTANT  To determine what is appropriate, analyze each safety channel. The default
Timeout Multiplier of 2 and Network Delay Multiplier of 200 creates a
worse-case input connection reaction time limit of 4 times the RPI, and an
output connection reaction time limit of 3 times the RPI.

Changes to these parameters must be approved only after a thorough review
by a safety administrator.

For more information on how to specify RPI rates, see page 85.

Also see:

¢ GuardLogix 5580 and Compact GuardLogix 5380 Controller Systems
Safety Reference Manual, publication 1756-RM012.

e Logix 5000 Controllers Design Considerations Reference Manual,

publication 1756-RM094.
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Input Module Operation

Connection Over an EtherNet/IP Network

When you configure a remote safety module, you must configure the
Connection over EtherNet/IP parameter in the configuration for the remote
adapter that connects the I/O modules to the network. The configuration choice
dictates how input data is transmitted over the network.

The 1756 ControlLogix digital safety I/O modules use one of the following

methods to transmit data:
e Multicast - Data is sent to all network devices.

e Unicast - Data is sent to one or more controllers depending on module
configuration.

Unicast is the default setting.

Logix 5000 controllers do not poll the safety input modules for input data.

The data exchange process between the input modules and the controller differs
based on whether the module is a local I/O module or remote I/O module.

Local 1756 ControlLogix Digital Safety Input Modules

Local 1756 ControlLogix digital safety input modules broadcast their input data,
that is, channel and status data, to the system backplane at the time that is defined
in the RPL

At the RP], the following events occur.

1. The local input module scans its channels for input data.
2. The module sends the data to the system backplane.

3. The controller receives the data immediately.

IMPORTANT 1756 ControlLogix digital safety input modules cannot trigger events.
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Remote 1756 ControlLogix Digital Safety Input Modules

Remote digital safety input modules broadcast their input data to the backplane
at the time that is defined in the RPI. The input data consists of channel and
status data.

At the RP], the following events occur.

1. The remote input module scans its channels for input data.

2. The module sends the data to the remote system backplane.

3. The EtherNet/IP adapter sends the data over the EtherNet/IP network.
4

One of the following:

e When a GuardLogix 5580 or Compact GuardLogix 5380 controller is
directly connected to the EtherNet/IP network, it receives the input
data immediately.

e When a GuardLogix 5580 controller is connected to the EtherNet/IP
network through another communication module, the module sends
the data to its backplane and the controller receives it.

Logix 5000 controllers send data to safety output modules at the RPI. The RPI
defines when the controller sends data to an output module and when the
module echoes data.

IMPORTANT  You cannot use Inmediate Output (I0T) instructions in safety
programs.

At the RPIL, not only does the controller send data to the output module, but also
the output module sends data to the controller. For example, the output module
sends an indication of the channel data quality.

IMPORTANT  The RPI for a safety output module is the Safety Task period. Safety output
data is sent at the completion of the Safety Task scan.

The data exchange process between safety output modules and a controller
differs based on whether the module is a local I/O module or remote I/O
module.
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Local Safety Output Modules

Local safety output modules receive output data from a controller and send data
to the controller. The data exchange occurs over the system backplane.

Controller to Local Output Module Data Transmission

The controller broadcasts data to its local backplane at the RPL

IMPORTANT  You cannot use Immediate Output (10T) instructions in safety programs.

The safety outputs are sent to the safety output module at the end of safety task.
The safety output RPI is set by the safety task period.

These events occur when the controller sends data to a local safety output

I/0O module.

1. The controller sends data to system backplane at the RPL

2. Thelocal output module receives the data from the system backplane and
behaves as dictated by its configuration.

Local Qutput Module to Controller Data Transmission

When a local safety output module receives new data and the requested data
value is present on the RTB, the output module sends output readback status to
the controller. The data value corresponds to the signal present at its terminals.
In addition to the output readback, the output module sends other data to the
controller at the RPIL For example, the module alerts the controller if a short

circuit condition exists on the module.

The following events occur when a local safety output module sends data to the
controller at the RPL

1. The module sends the data to the system backplane.

2. The controller receives the data immediately.

Remote Safety Output Modules

Remote safety output modules receive output data from a controller and send
data to the controller. The data exchange occurs over an EtherNet/IP network.

Controller to Remote Output Module Data Transmission

The controller broadcasts data to its local backplane at the RPI. The owner-
controller does not depend on the program scan to complete to send data.
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These events occur when the controller sends data to a digital safety output

module.

1.

Data is sent in one of the following ways:

If the controller is directly connected to the EtherNet/IP network, it
broadcasts data to the network.

In this case, skip to step 3.

If the controller is connected to the EtherNet/IP network via a
communication module, the controller transmits the data to the

backplane.
In this case, proceed to step 2.

The EtherNet/IP communication module transmits the data to the
EtherNet/IP network.

The EtherNet/IP adapter in the remote system receives the data from the
network and transmits it to the system backplane.

The remote output module receives the data from the backplane and
behaves as dictated by its configuration.

Remote Output Module to Controller Data Transmission

When a safety output module receives new data and the requested data value is
present on the RTB, the output module sends output readback status to the
controller. The data value corresponds to the signal present at its terminals.

In addition to the output readback, the output module sends other data to the
controller at the RPIL For example, the module alerts the controller if a short
circuit condition exists on the module.

The following events occur when a remote safety output module sends data to
the controller at the RPL

1.
2.

The module sends the data to the remote system backplane.

The EtherNet/IP adapter in the system sends the data over the

EtherNet/IP network.

One of the following:

If the controller is directly connected to the EtherNet/IP network, it
receives the input data from the network without need for a
communication module.

If the controller is connected to the EtherNet/IP network through
another communication module, the module transmits the data to its
backplane and the controller receives it.
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External Means

Any controller in the system can listen to the data from an I/O module. An
owner-controller, as described in Ownership on page 24, exchanges data with

I/0 modules.

Controllers that do not own a module but must listen to data from it use the
following on the Module Definition dialog box:

¢ 1756 ControlLogix digital safety I/O modules - Configured By = External

Means.

In this case, the ‘listening’ controller can only listen to input data. The listening
controller does not own the module configuration or exchange other data with
the module.

When the module is configured by External Means, you can disable the module
configuration signature. This disables the configuration validation check when
connections are made.

During the I/O configuration process, you can specify an External Means
connection. For more information on Connection options, see Module
Definition on page 84.

IMPORTANT  Remember the following:

- Ifa controller uses External Means, the connection can be Multicast or
Unicast.

+ Once a module has been configured by the owner-controller, External
Means connections can be created and maintained regardless of owner
state.
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To maintain the secure operation of your safety I/O modules, operations that can
disrupt module operation are restricted based on the module operating mode.

Protected Operations

Table 5 describes the restrictions.

Table 5 - Protected Operations on safety I/0 modules

Activity
Firmware Module Reset | Connection Configuration | Connection or | Electronic RPI Change
Update Request Request Change Data Format | Keying
Current Module Operation Request Change Change
Connection not running Accepted
Connection running Rejected Accepted“) Accepted(z) Not allowed®) Accepted(4)
Firmware update is in process Rejected

(1) Only requests for Listen Only connections are accepted.
(2) Configuration change is accepted in the following scenarios:
- Changes are made in the Module Properties dialog box and you click Apply.
- Changes are made in the Configuration tags and you send a Reconfigure Module MSG to the module.

(3) The difference between Rejected and Not allowed is that rejected activities can be attempted in the Logix Designer application but do not take effect. The activities that are not allowed, that is,
attempts to change the Connection or Data Format used, do not occur in the Logix Designer application.
For example, if you attempt to reset a module that is connected to the owner-controller, the Logix Designer application executes the request and alerts you that it was rejected. If you attempt to
change the data format on a module that is connected to an owner-controller, the Logix Designer application does not execute the attempted change. The application only alerts you that the change
is not allowed. In the case, if the change is attempted online, the Module Definition dialog box field that changes the data format is disabled.

(4) The change occurs after the connection is closed and reopened. You can close and reopen the connection in the following ways:
- Change the project while it is offline and download the updated project before going online again.
- Change the project while it is online and click Apply or OK in the Module Properties dialog box. In this case, before the change is made, a dialog box alerts you of the ramifications before the change
is made.
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Features Common to 1756 ControlLogix Digital

Safety I/0 Modules

Topic Page
Input Module Compatibility 38
Output Module Compatibility 38
Software Configurable 39
Module Data Quality Reporting 40
Fault and Status Reporting 4
Module Inhibiting 41
Electronic Keying 43
Module Firmware 44
Producer/Consumer Communication 44

This chapter describes features that are common to 1756 ControlLogix" Digital

Safety I/O Modules modules unless otherwise noted.

Some features are supported on all I/O modules and other features are specific to
module types. The differences are indicated in feature descriptions.
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|nput Module Com pat|b|||ty Digital safety input modules interface to sensing devices and detect whether they

Output Module
Compatibility

38

are On or Off.

These input modules convert DC On/Off signals from user devices to
appropriate logic level for use in the controller. Typical input devices include:

e Proximity switches
e Limit switches

o Selector switches

o Float switches

o Push button switches

When you design systems with a digital safety input module, consider these
factors:

e Voltage necessary for your application
o Current leakage
e Whether you need a solid-state device

e Whether your application uses sinking or sourcing wiring

You can use a digital safety output module to drive output devices. Typical
devices compatible with these output modules include:

o Motor starters
e Solenoids

e Indicators

When you design systems with a digital safety output module, follow these
guidelines:

e Make sure that the output modules can supply the necessary surge and
continuous current for proper operation.

e Make sure that the surge and continuous current are not exceeded.
Damage to the module could result.

When you size output loads, refer to the documentation supplied with the output

device for the surge and continuous current necessary to operate the device.
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Software c°nfigurab|e You use the Studio 5000 Logix Designer® application to configure the module,
monitor system operation, and troubleshoot issues. You can also use the Logix
Designer application to retrieve this information from any module in the system:

Serial number

Firmware revision information
Product code

Vendor

Error and fault information

Diagnostic information

By minimizing the need for tasks, such as setting hardware switches and jumpers,

the software makes module configuration easier.
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Module Data
Quality Reporting

40

The digital safety I/O modules indicate the quality of channel data that is
returned to the owner-controller. Data quality represents accuracy. Levels of data
quality are reported via module input tags.

These input tags indicate the level of data quality.

IMPORTANT  Once the condition that causes the Fault or Uncertain tag to change to 1is

removed, the tag automatically resets to 0. The Logix Designer application
controls the tags. You cannot change the status of the tags.

Keep in mind that in some system configurations, the tag is not reset
immediately after the condition is removed. The tag typically resets after a
small delay.

o [Ptxx.Fault - This tag indicates that the reported channel data is

inaccurate and cannot be trusted for use in your application. Do not use
the reported channel data for control.

If the tagis set to 1, you cannot trust the data reported. You must
troubleshoot the module to correct the cause of the inaccuracy.

Example causes of inaccurate data include:
— Field Power Loss condition (output modules)

— Short Circuit condition (output modules)

We recommend that you troubleshoot the module for the typical causes
first.

I.Ptxx.Uncertain - This tag indicates that the reported channel data can be
inaccurate but the degree of inaccuracy is unknown. We recommend that
you do not use the reported channel data for control.

If the module sets this tag to 1, you know that the data can be inaccurate.
You must troubleshoot the module to discover what degree of
inaccuracy exists.

Example causes of uncertain data include:
— Module is operating outside its designed operating range

— Data is under manual or override control

IMPORTANT  We strongly recommend that you monitor the tags in your program to make

sure that the application is operating as expected with accurate channel input
data.
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Fault and Status Reporting The digital safety I/O modules report fault and status data along with channel

data. Fault and status data is reported in these ways:
e Logix Designer application
e Module status indicators

e I/0 status indicators

IMPORTANT Do not use the module status indicators or /0 status indicators on
1756 ControlLogix digital safety I/0 modules for safety operations.

For more information on fault and status reporting, see:

e Input modules - Fault and Status Reporting on page 54

e Output modules - Fault and Status Reporting on page 71

e Appendix A, Troubleshoot Your Module on page 103

Module |nh|b|t|ng Module inhibiting lets you indefinitely suspend a connection, including Listen
Only connections, between an owner-controller and an I/O module without
removing the module from the configuration. This process lets you temporarily
disable a module, such as to perform maintenance.

IMPORTANT  You cannot inhibit a connection when the controller is safety-locked or a
safety signature exists for the controller.

You can use module inhibiting in these ways:

e You write a configuration for an I/O module but inhibit the module to
help prevent it from communicating with the owner-controller. The owner
does not establish a connection and the configuration is not sent to the
module until the connection is uninhibited.

e Inyour application, a controller already owns a module, has downloaded

the configuration to the module, and is exchanging data over the
connection between the devices.
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In this case, you can inhibit the module and the connection to the module
does not exist.

IMPORTANT  Whenever you inhibit an output module that is ProgMode enabled,
it enters Program mode, and all outputs change to the state
configured for Program mode.

For example, if an output module is configured so that the state of
the outputs transition to zero during Program mode, whenever that
module is inhibited, outputs transition to zero.

You can use module inhibiting in these instances:

e You want to update an I/O module, for example, update the module
firmware revision. Use this procedure.

a. Inhibit the module.
b. Perform the update.

c. Uninhibit the module.

e You use a program that includes a module that you do not physically
possess yet. You do not want the controller to look for a module that does
not yet exist. In this case, you can inhibit the module in your program until
it physically resides in the proper slot.

You can inhibit the connection to a 1756 ControlLogix digital safety I/O
module on the Connection category of the Module Properties dialog box.

To see where to inhibit a connection, see Connection Category on page 85.
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Electronic Key|ng Electronic Keying reduces the possibility that you use the wrong device in a
control system. It compares the device that is defined in your project to the
installed device. If keying fails, a fault occurs. These attributes are compared.

Attribute Description

Vendor The device manufacturer.

Device Type The general type of the product, for example, digital /0 module.

Product Code The specific type of the product. The Product Code maps to a catalog number.

Major Revision

A number that represents the functional capabilities of a device.

Minor Revision

A number that represents behavior changes in the device.

The following Electronic Keying options are available.

Keying Option

Description

Compatible
Module

This is the default keying option. Compatible Module lets the installed device accept the key of
the device that is defined in the project when the installed device can emulate the defined
device. With Compatible Module, you can typically replace a device with another device that
has the following characteristics:
« Same catalog number
«Same or higher Major Revision
« Minor Revision as follows:

— If the Major Revision is the same, the Minor Revision must be the same or higher.

— Ifthe Major Revision is higher, the Minor Revision can be any number.

Exact Match

Indicates that all keying attributes must match to establish communication. If any attribute
does not match precisely, communication with the device does not occur.

This is a suitable keying option for safety applications.

Carefully consider the implications of each keying option when selecting one.

IMPORTANT  Changing Electronic Keying parameters online interrupts connections to the device
and any devices that are connected through the device. Connections from other
controllers can also be broken.

If an 1/0 connection to a device is interrupted, the result can be a loss of data.
More Information

For more detailed information on Electronic Keying, see Electronic Keying in
Logix 5000™ Control Systems Application Technique, publication
LOGIX-AT001.
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Module Firmware

Producer/Consumer
Communication

The digital safety I/O modules are manufactured with module firmware
installed. If updated module firmware revisions are available in the future, you
can update the firmware.

If the module is configured for Exact Match, the controller checks to make sure
that the module has the correct firmware revision.

Updated firmware revisions are made available for various reasons, for example,
to correct an anomaly that existed in previous module firmware revisions.

IMPORTANT  Verify that the module firmware revisions for the 1756 ControlLogix digital
safety 1/0 modules that you use are correct before commissioning your system.

You access updated firmware files at the Rockwell Automation® Product
Compatibility and Download Center (PCDC). The PCDC is available at:

https://compatibility.rockwellautomation.com/Pages/home.aspx

Only download firmware and access product release notes from the Rockwell
Automation” PCDC.

Do not download firmware from non-Rockwell Automation sites.

Digital safety I/O modules use the Producer/Consumer communication model
to produce data without a controller polling them first. The modules produce the
data, and the owner-controller (and controllers with a Listen Only connection to
the module) can consume the data.

When an input module produces data, the controllers can consume the data

simultaneously. Simultaneous data consumption minimizes the need for one
controller to send the data to other controllers.
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Overview This section describes features that are available on the 1756-IB16S module.

The following apply to the safety inputs:

e You can connect safety devices, such as Emergency Stop Push Button, gate
switches, and safety light curtains.

e Evaluate an input signal, that is, input data, in single-channel mode or
dual-channel mode.

¢ An external wiring short circuit check is possible when inputs are wired in
combination with test outputs. The module must be wired in combination
with test outputs when this function is used.

e Independently adjustable on and off delays are available per channel.

o Diagnostics.

e Safety input points are configured as:

— Not Used
- Safety
— Safety Pulse Test
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Safety Application
Suitability Level

The following apply to the test outputs:

e Test outputs can be configured as:

— Not Used
— Power Supply
— DPulse Test

e Separate test outputs are provided for short circuit detection of a safety

input (or inputs).

e Can supply 24V DC power to devices, such as safety sensors.

o Test output rating (TO) 200 mA @ 18...32V DC

Table 6 describes the safety application suitability levels for the 1756-IB16S

module.

Table 6 - Safety Application Suitability for 1756-1B16S

Suitability Level

Conditions

Notes

Safety applications that are rated up to
and including SIL CL3, PLd, Cat. 2 as
defined in [EC 61508, IEC 61511,
IEC62061, and ISO 13849-1

The safety function uses single-channel mode.

+ Module channel Point Mode is Safety Pulse
Test.

Safety applications that are rated up to
and including SIL CL3, PLd, Cat. 3 as
defined in [EC 61508, IEC 61511,
IEC62061, and 150 13849-1

The safety function uses dual-channel
mode""”.
+ Module channel Point mode is Safety.

Safety applications that are rated up to,
and including, SIL CL3, PLe, Cat. 4 as
defined in IEC 61508, IEC 61511,
IEC62061, and IS0 13849-1.

The safety function uses dual-channel mode.

+ Module channel Point Mode is Safety Pulse
Test.

The safety function uses dual-channel mode.

« Module channel Point mode is Safety.

« Use shredded cable or cable trunk to separate
channel wiring to mitigate short circuit
faults.

Consider the following:

«Single-channel mode and dual-channel mode, as stated in this table, refer to
the number of channels used in the safety function.

« The 1756-1B16S module is capable of being a SIL CL3/PLe/Cat. 4 subsystem
(SRP/CS) when either a single-channel or dual-channel safety device is wired
to the input channels.

« The channel mode type, that s, single or dual, affects Performance Level and
(ategory. You can use the modules in SIL CL3 applications regardless of channel
mode type.

The determining factor to whether a 1756 ControlLogix® I/0 safety module
resides in a SIL CL3, PLe, Cat. 4 safety application is that the overall safety
architecture be a dual-channel system.

« Toachieve SIL CL3 single-channel, the sensor that is used must be SIL CL 3
single-channel as well.

« The requirement that Point Mode be Safety Pulse Test assumes that only the
safety modules provide diagnostics to a specific Suitability Level.
The larger safety system within which the safety modules reside can provide
the diagnostics necessary to achieve the stated Suitability Level without the
requirement that Point Mode be Safety Pulse Test.

(1) You cannot configure the module for dual-channel operation via the Logix Designer application module properties dialog box. You use dual-channel safety instructions in the Safety Task to provide

Cross monitoring.

46
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Use Test output with a A test output can be used in combination with a safety input for short circuit and
cross-channel fault detection. In this case, Point Mode must be Safety Pulse Test.
Safetylnput h | fault d ion. In thi Point Mod be Safety Pulse Tc

Safety input pairs must be associated with different Test Output sources.

When pulse testing is used, the only test source available for each channel is the
test output to the left as shown on the wiring diagram.

IMPORTANT  Because of the pre-configured relationships between test outputs and input channels, wiring a
dual channel device to input channels 0 and 8 is not supported if pulse testing is required, the
same holds true for 1/9,2/10, 3/11,4/12,5/13, 6/14,7/15.

TIP  The test output also can be configured as a power supply to source 24V DC to
an external device, for example, a light curtain.

Figure 6 - 1756-1B16S Module - Input Connected to Test Output

Channel Connections

The diagram shows devices that are connected to safety input
channel 0 and test output channel 0.

You can connect devices to all 16 channels.

2-wire sensor

IN-0
IN-1
IN-2
IN-3
IN-4
IN-5
IN-6
IN-7
IN-8
IN-9
IN-10 —— 3-wiresensor +
IN-11 -
IN-12
IN-13
IN-14
IN-15
DC(+)

DC(+)

T oawvpe
SELV/PELV-listed
power supply
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Figure 7 - 1756-1B165S Test Pulse in a Cycle

I On

I I '

off

On the 1756-IB16S module, the test pulse width (X) is less than 600 ps; the test
pulse period (Y) is less than 100 ms.

When the external input contact is closed, a test pulse is output from the test
output terminal to diagnose the field wiring and input circuitry. By using this

function, short-circuits between inputs and 24V power, and between input signal
lines can be detected.

Figure 8 - Short Circuit Between Input Signal Lines
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Single-channel Point
Operation Type

If an error is detected on the input channel, Safety Input Data and Safety Input
Status turn off.

For information on how using single-channel Point Operation Type with a
1756-IB16S module affects the safety application suitability level, see Table 6 on

page 46.

Figure 9 - Normal Operation and Fault Detection (Not to Scale)

24V DC
Test Output 0
0V DC
11
ON
External Device
OFF
11
; ON
OFF
Safety Network Data Data OFF
Sent to the Controller
ON
Safety Input 0
Status OFF
24V DC
Test Output 0
0V DC
11
ON
OFF
11
ON
Input Terminal 0
Fault Detection OFF
[ f ON
Safety Input 0
Data OFF
Safety Network Data
Sent to the Controller
ON
Safety Input 0
Status OFF
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Safety Input Fault Reset

Safety Input Delay Time

50

The I/0 channel supports a module-level user-configurable 'Latch Fault until
reset via output tag' mode and recovers from these faults:

o Field Power Off Detection
e Safety Input Short Circuit

'Latch Fault until reset via output tag' mode is Enabled

When Latch Fault... mode is Enabled, the I/O channel holds safety input fault
indications until it checks that the fault is removed. If the fault is removed, the
channel clears the fault status only upon detecting that the ResetFault in its
consume assembly channel sees a rising edge.

'Latch Fault until reset via output tag' mode is Disabled

When Latch Fault... mode is Disabled (default), the I/O channel holds safety
input fault indications for 1 second until it checks if the fault is removed. If the
fault is removed, the channel clears the fault status only upon detecting the safety
input is low on the screw. If not, the channel continues to check if the fault is
removed.

You can increase the time that it takes for an input point to transition from On to
Off and Off to On on the 1756-IB16S module. The increase in time is a delay of
the signal from the module to the controller.

The RPI defines a rate at which the owner-controller and the module exchange
data (2...500 ms). For example, if you set the RPI at 10 ms and use an input delay
time of 2 ms, it could take up to12 ms for a signal change to be seen at the
controller.

An increase in the time it takes to transition from one state to another improves
noise immunity within a signal.

To set the Input Delay Time on the 1756-1B16S module, see Edit the 1756-
IB16S Module Configuration Categories on page 88.
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0ff to On Delay

An input signal is treated as Logic 0 during the Off to On delay time after the

rising edge of the input contact.

The input turns on only if the input contact remains on after the Off to On delay
time has elapsed. This setting help prevent rapid changes of the input data due to

contact bounce.

You can delay the Off to On transition by the following times:

Figure 10 - Off to On Delay

0 ms
1 ms
2 ms

5 ms

10 ms
20 ms
50 ms

Input Signal

Safety Input
Network Data

ON

OFF

ON

|
-

0ff to On Delay
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Data Transfer at RPI

Module Health Diagnostic

52

On to Off Delay

An input signal is treated as Logic 1 during the On to Off delay time after the
falling edge of the input contact.

The input turns off only if the input contact remains off after the On to Off delay
time has elapsed. This setting helps to prevent rapid changes of the input data due
to contact bounce.

You can delay the On to Off transition by the following times:
e Oms
e lms
e 2ms
e Sms
e 10ms
e 20 ms

e S0 ms

Figure 11 - On to Off Delay

ON I |
I

OFF |
|
I

Safety Input ON

Network Data OFF

On to Off Delay

Input Signal

The safety input module always sends data to the owner-controller at the RPL
You set the RPI on the Connection page of the Module Properties dialog box in
the Logix Designer application.

Every I/O module has a status indicator on the front of the module that indicates

module health.

For more information on status indicators, see Appendix A, Troubleshoot Your
Module on page 103.
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Point Diagnostics

- General
- Connection
Safety
Madule Info
Input Paints
Test Qutput Points

Status: Faulted

Point diagnostics provide information on an individual point basis. For example,
you can check individual input points and test output points on a 1756-IB16S
safety input module for the presence of a Short Circuit condition.

Figure 12 shows how to access output point diagnostics on the 1756-1B16S
module and the diagnostics dialog box.

Figure 12 - Point Diagnostics
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Fault and Status Reporting The input modules send fault and status data with channel data to the owner and
listening controllers. The data is returned via module tags that you can monitor
in your Logix Designer application.

With some exceptions, the digital input modules provide the fault and data status
in a point-centric format. The tag names that include Ptxx represent point-

centric data in the table. The xx represents the point number.

Table 7 lists tags that are used on 1756-IB16S module.

IMPORTANT  For more information on the valid values for each tag, see Appendix B,
Module Tag Definitions on page 113.

Table 7 - 1756-1B16S Module - Fault and Data Status

Data Type Tag Name Triggering Event That Sets
ConnectionFaulted " The owner-controller loses its connection to the module.
Ptxx.Fault The point data quality is bad or the channel is set to Not Used.
Ptxx.ShortCircuit A short circuit condition exists on the point.

Foul Testxx.Fault The point data quality is bad or the channel is set to Not Used.
Testxx.ShortCircuit A short circuit condition exists on the test point.
Testxx.FieldPowerOff Afield power lost condition exists on the test point.
RunMode The module is in Run Mode.
DiagnosticActive Indicates if any diagnostics are active or if the prognostics threshold is reached.
DiagnosticSequenceCount The count increments each time that a diagnostic condition is detected or removed.
Ptxx.Data The data currently at the point.

Status Ptxx.Uncertain The point data can be imperfect because an Over temperature or Critical Temperature condition exists.
Ptxx.Status The point state transitions from normal to faulted or faulted to normal.
Testxx.Readback A 24V DC power is present at the test output.
Testxx.Uncertain The test point data can be imperfect.
Testxx.Status The test point state transitions from normal to faulted or faulted to normal.

(1)  This tag provides module-wide data an affects all channels simultaneously.

For more information on fault reporting, see Appendix A, Troubleshoot Your
Module on page 103.
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Field Power Loss Detection

The Field Power Loss Detection feature monitors for the loss of field-side power.

When power is lost, the module detects the loss of field power and faults. As a
result, fault data is sent to the controller. Keep in mind that all points on the
module fault when a field power is lost.

Table 8 describes what happens when a field power loss condition is detected.

Table 8 - Field Power Loss Detection - Condition Detected

Test Output | Tag Value Diagnostic Value 1/0 Status SA Status
Behavior Indicator Indicator
State
« Faults « LTestxx.FieldPowerOff FieldPowerOff diagnostic=1 | Solid red off
« Tumsoff tag=1
+ |.Testxx.Fault tag =1

To correct the issue, you must reapply field power to the module.

Table 9 describes what happens when a field power is restored and the error

latch time, if set, has expired.

Table 9 - Field Power Loss Detection - Power Restored

Test Output | Tag Value Diagnostic Value 1/0 Status SA Status

Behavior Indicator Indicator
State

Restartsinits | « I.Testxx.FieldPowerOff FieldPowerOff diagnostic=0 | Off Steady green

commanded tag=0

state. « |Testxx.Fault tag=0

IMPORTANT  The module can require up to 1second to complete the recovery in addition
to the Input Error Latch Time.

Field Power Loss Detection has a corresponding tag that can be examined in the
user program if a fault occurs. For information on modules, see Appendix B,
Module Tag Definitions on page 113.

You can also monitor a point for the presence of a field power loss via the
diagnostics that are available in the Module Properties dialog box in Logix
Designer application.
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Short Circuit Protection

Short Circuit Protection helps to prevent damage to a test output that can result

when more current is present at the output than it can handle. The diagnostic is
supported on all module outputs.

Table 10 describes what happens when a short circuit condition is detected.

Table 10 - Short Circuit Protection - Condition Detected

Test Output Tag Value Diagnostic Value 1/0 Status Indicator
Behavior State

« Faults |.Testxx.ShortCircuit tag =1 | Short Circuit diagnostic =1 Flashing red

« Turns off |.Testxx.Fault tag =1

To correct the issue, remove the short.

Table 11 describes what happens when the short circuit condition is corrected.

Table 11 - Short Circuit Protection - Condition Corrected

Test Qutput
Behavior

Tag Value

Diagnostic Value

1/0 Status Indicator
State

Restarts in its
commanded state.

. Testxx.ShortCircuit tag = 0
|.Testxx.Fault tag =0

Short Circuit diagnostic=0

Turns off if there is no
longer a load that is
connected to the
output.

For more information on the maximum current that you can apply to an output,
see the ControlLogix I/O Modules Specifications Technical Data, publication

1756-TD002.

Test Output Recovery After Overload or Short Circuit to
Ground Condition

Table 12 describes test out
conditions occur.

Table 12 - Test Output Recovery - 1756 ControlLogix Digital Safety Input Modules

put recovery after overload or short circuit to ground

Cause of Fault Module Operating Conditions Correction Recovery Time
Overload Condition « Test Output Point Mode - Pulse Test, Power | Remove the load from the test output point. After the condition is corrected, and the test
Supply output is returned to the safe state, it recovers
« Test Output Data tag = 1. in whichever of these times is higher:
« Overload current > 0.7 A, » 10seconds
— - - «Input Error Latch Time - This time is set on
Short ircuit to Ground « Test Output Point Mode - Pulse Test, Power | One of the following: the Input Points category of the Module
Condition Supply Properties dialog box.

+ Test Output Data tag=1.
« Test output is connected directly to ground.

.

If the Point Mode for the test output is Pulse
Test or Power Supply when the Short Circuit
condition is detected, the condition can be
corrected but you cannot set the test output
to a safe state.

To see where to set the Input Error Latch
Time, go to page 88.
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Overview The 1756-OBVSS is a safety output module that uses eight safety outputs. You

use the outputs in one of the following ways:
e Sourcing/sinking outputs in Bipolar Output mode
e Sourcing outputs in Sourcing Output mode.
e Solid-state outputs

e Single-channel mode uses one output signal, that is, data from an output
channel, to provide control.

IMPORTANT  Single-channel mode is only certified for functional safety
applications with process safety times greater than or equal to
200 ms; or, applications with demand rates less than or equal to 3
demand per minute.

¢ Dual-channel mode uses two output signals, that is, data from two output
channels to provide redundant control.

e Safety outputs can be pulse-tested to detect field wiring short-circuits to

24V DC.

e The 1756-OBV8S module follows the mode of the Safety Task, which can
be different than the mode of the controller.

When the safety task encounters a nonrecoverable safety fault, a standard
major recoverable fault is also logged, and the controller proceeds to
execute the controller fault handler, if one exists. If the controller fault
handler handles this fault, then the standard tasks continue to run, even
though the safety task remains faulted.

If a recoverable fault occurs in the safety application, the system can halt
the execution of the safety task, depending upon whether or not the fault is
handled by Program Fault Routines in the safety application. If the
recoverable safety fault is not handled, a standard major recoverable fault is
also logged, and the controller proceeds to execute the controller fault
handler, if one exists. If the controller fault handler handles this fault, then
the standard tasks continue to run, even though the safety task remains

faulted.

In these scenarios, the 1756-OBV8S module follows the Safety Task and
will be in Program Mode/Communications Fault mode even though the
controller is still in Run mode.

For information on Safety Faults, see the ControlLogix" 5580 and
GuardLogix" 5580 Controllers User Manual, publication 1756-UM543.

IMPORTANT  If there is a fault on a separate safety output on the same module, the module
could switch off all outputs.
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Safety Application
Suitability Level

Table 13 describes the safety application suitability levels for the 1756-OBV8S

module.

Table 13 - Safety Application Suitability for 1756-0BV8S Module

Suitability Level

Conditions

Notes

Safety applications that are rated up to, and
including, SIL CL3, PLd, Cat. 2 as defined in IEC
61508, IEC61511, IEC 62061, and 150 13849-1.

The safety function uses single -channel
mode.

+ Module Output Mode is Sourcing

+ Module channel Point Operation Type is
SINGLE

+ Module channel Point mode is Safety Pulse
test.

The safety function uses single-channel mode
+ Module Output Mode is bipolar

« Module channel Point mode is Safety Pulse
test

Safety applications that are rated up to, and
including, SIL CL3, PLe, Cat. 4 as defined in [EC
61508, IEC61511, IEC 62061, and 150 13849-1.

The safety function uses dual-channel mode.
+ Module Output Mode is Sourcing

+ Module Channel Point Operation Type is
DUAL

+ Module channel Point mode is Safety Pulse
test.

The safety function uses dual-channel mode
+ Module Output Mode is bipolar

« Module channel Point mode is Safety Pulse
test

Consider the following:

« Single-channel mode refers to a single-channel actuator subsystem
driven by one sourcing output channel configured for SINGLE, or one
bipolar output channel configured for SINGLE.

« Dual channel mode refers to a dual channel actuator subsystem driven
by two sourcing output channels configured for DUAL, or one bipolar
output channel configured for SINGLE.

The 1756-0BV8S module is capable of being a SIL CL3/PLe/Cat. 4
subsystem (SRP/CS) when either a single-channel or dual-channel
safety device is wired to the output channels.

« The channel mode type, that is, single or dual, affects Category and
Performance Level. You can use the modules in SIL CL3, PLe
applications regardless of channel mode type.

The determining factor to whether a 1756 ControlLogix digital safety
1/0 module resides in a SIL CL3, PLe, Cat. 4 safety application is that the
overall safety architecture be a dual-channel system.

« The requirement that Point Mode be Safety Pulse Test assumes that
only the safety modules provide diagnostics to a specific Suitability
Level.

The larger safety system within which the safety I/0 module resides
can provide the diagnostics necessary to achieve the stated Suitability
Level without the requirement that Point Mode be Safety Pulse Test.
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Safety Output with Test When the safety output is on, the safety output can be configured to pulse test

Pulse the safety output channel. By using this function, you can continuously test the
ability of the safety output to remove power from the output terminals of the
module.

If an error is detected, the safety output data and individual safety output status
turn off.

Figure 13 - 1756-0BV8S Test Pulse in a Cycle

Sourcing Output
!
| On
I
out U |_| |
| Off
X Y
I
Sinking Output
X Y N !
| Off
ouT > |—| |—| |
I
| On

On the 1756-OBV8S module, the pulse width (X) is less than 750 ps, and the
pulse period (Y) is less than 96 ms.

TIP  To help prevent the test pulse from causing the connected device to
malfunction, pay careful attention to the input response time of the
output device.

An open wire test and main switch pulse test can also generate a pulse on a
safety output even in safety mode.

Two successive safety output pulses are required to determine if a short
circuit fault exists. As a result, the effective pulse period is 192 ms, max.
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Single-channel Point When the output channel is in the On state and without any faults, the safety
op eration Typ e outputs turned on. The status is normal. If a fault is detected on the output

channel, the safety output data and individual safety output status turn off.

For information on how using single-channel Point Operation Type with a

1756-OBVS8S module affects the safety application suitability level, see Table 13
on page 59.

Figure 14 - 1756-0BV8S Single-channel Point Operation Type (Not to Scale)

ON
OFF

Normal Operation

ON
Safety Network Data Safety Output 0
Sent to the Controller Status OFF

Output 0 oN
OFF
Fault Detection
oN Error Detected
Safety Network Data Safety Output 0
Sent to the Controller Status OFF
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Dual-channel Point When dual-channel Point Operation Type is used, output channels function as
op eration Typ e connection pairs. Connection pairs are as follows:

e Channels 0 and 1
e Channels2and 3
e Channels4and 5
e Channels6and 7

IMPORTANT  Dual-channel Point Operation Type is only available if the module is
connected so that Output Mode is Sourcing.

When both output channels in a connection pair are in the On state and without
any faults, the safety outputs are turned on.

For information on how to use dual-channel Point Operation Type with a

1756-OBV8S module affects the safety application suitability level, see Table 13
on page 59.

Figure 15 - 1756-0BV8S Dual-channel Point Operation Type (Not to Scale)

ON
Output 0

OFF

Normal Operation N
Output 1

OFF

Safety Network Data Safety Outputs 0 ON
Sent to the Controller and 1 Status OFF

ON
Output 0
Fault Detection OFF
ON
Output 1
OFF

Error Detected
Safety Network Data [Safety Outputs 0 ON

Sent to the Controller and 1 Status OFF
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Safety Output Fault Reset

The I/0 channel supports a module-level user-configurable ‘Latch Fault until
reset via output tag’ mode and recovers from only these field faults:

o Field Power Off Detection
e Safety Output ShortCircuitGround
e Safety Output Overload

The recovery time is 1 second for Field Power Off, and 10 seconds for Short or
Overload.

‘Latch Fault until reset via output tag’ mode is Enabled

When Latch Fault... mode is Enabled, the I/O channel holds safety output fault
indications until it checks that the field fault is removed. If the field fault is
removed, the channel clears the fault status only upon detecting that the
ResetFault in its consume assembly channel sees a rising edge.

‘Latch Fault until reset via output tag’ mode is Disabled

When Latch Fault... mode is Disabled (default), the I/O channel holds safety
output fault indications for 1 second until it checks if the field fault is removed. If
the field fault is removed, the channel clears the fault status only upon detecting
the consume data bit is low. The fault status will also be cleared by a module reset
or power cycle or when "Output State During Program Mode and
Communications Fault Mode" is configured to Off and any of the following
conditions:

o Controller in Program mode
o Controller or Safety task fault
o Communications fault

o Module inhibit

After the channel clears the fault, the I/O indicator (red) turns off. The output
data can now be controlled.

IMPORTANT  If module outputs experience persistent high faults, consider cycling power
to the module to clear the error.
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Fault and Status Reporting The 1756-OBV8S module multicasts fault and status data with channel data to
the owner and listening controllers. The data is returned via module tags that you
can monitor in your Logix Designer application.

For more information on how to use module tags to monitor fault and status
reporting, see Table 24 on page 71

e Appendix A, Troubleshoot Your Module on page 103.

Module Health Diagnostics Each output module has a status indicator on the front of the module that
indicates module health. For more information on module health diagnostics, see
Appendix A, Troubleshoot Your Module on page 103.
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Point Diagnostics

Point diagnostics provide information on an individual point basis. For example,
you can check individual points on a 1756-OBV8S safety output module for the
presence of a Short Circuit condition.

To access output point diagnostics on the 1756-OBV8S module, click the
Diagnostics button for the point.

Figure 16 - Point Diagnostics
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Communications Fault Mode
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Field Power Loss Detection  The Field Power Loss Detection feature monitors for the loss of field power.

IMPORTANT  The 1756-0BV8S module supports Field Power Loss Detection.

The module receives field-side power via the DC power terminals on the
module. When field-side power is lost on the 1756-0BV8S, it is lost from the
DC power terminals.

See 1756-0BV8S Module Wiring Diagrams on page 123.

Keep in mind that all points on the module fault when a field power is lost.

Table 14 describes what happens when a field power loss condition is detected.

Table 14 - Field Power Loss Detection

Output Tag Value Diagnostic Value 1/0 Status Indicator State
Behavior
« Faults One of the following: FieldPowerOff diagnostic=1 | « Solid red

« Tumnsoff |« [.Ptxx.FieldPowerOff tag=1
+ |.Ptxx.Faulttag=1

To correct the issue, you must reapply field power to the output module.

Table 15 describes what happens when a field power loss condition is resolved,

and the module is recovered.

Table 15 - Field Power Loss Detection

Output Tag Value Diagnostic Value 1/0 Status Indicator State
Behavior
Restartsinits | One of the following: FieldPowerOff diagnostic=0 | Off
c?r?manded + |.Ptxx.FieldPowerOff
state. tag=0
+ |.Ptxx.Faulttag=0

IMPORTANT  The module can require up to 2 seconds to complete the recovery.

Field Power Loss Detection has a corresponding tag that can be examined in the
user program if a fault occurs. For information on module tags, see Appendix B,
Module Tag Definitions on page 113.

You can also monitor a point for the presence of a field power loss via the
diagnostics that are available in the Module Properties dialog box in Logix
Designer application.

IMPORTANT  Keep in mind the following:

«  Forthe 1756-0BV8S module, Field Power Loss detection is in regard to
loss of field power on the DC power terminals, or the presence of
Undervoltage or Overvoltage conditions on the DC Power bus.

66 Rockwell Automation Publication 1756-UM013A-EN-P - June 2019



1756-0BV8S Output Module Features  Chapter 4

No Load Detection

No Load Detection detects when a wire is disconnected from the output, or a
missing load for each output point in the Off state.

No Load Detection is enabled by default on the 1756-OBV8S modules. You

cannot configure it.
The module supports these minimum load currents:

e Safety output modules - The load detection current is 210 mA. For
example, 2.4 kQ at 24V DC.

In the On state, the module must be connected to a load that draws a minimum
current equal to these values.

IMPORTANT  An output must remain in the off state a minimum of 300 ms for an open
load to be detected.

Table 16 describes what happens when a No Load condition is detected.

Table 16 - No Load Detection - 1756-0BV8S Module

Condition 1/0 Status Indicator State
No Load condition exists « Flashing red if a No Load condition exists and the output is off.
«Flashing red/yellow if a No Load condition already exists and the output
ison.
IMPORTANT: A No Load condition is only detected when the output is off.

Table 17 describes what happens when a No Load condition is corrected.
Table 17 - No Load Detection - 1756-0BV8S Module

Condition 1/0 Status Indicator State

No Load condition corrected « Offif the output is off.
« Steady yellow if the output is on.

You can monitor a point for the presence of a No Load condition via the
diagnostics page that is available in the Module Properties dialog box in
Logix Designer application.
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Short Circuit Protection

Short Circuit Protection helps to prevent damage to the output that can result
when more current is present at the output than it can handle.

Table 18 describes what happens when a short circuit condition is detected on a
1756-OBV8S module.

Table 18 - Short Circuit Protection - 1756-0BV8S Module

Output Behavior

Tag Value

Module Properties Points
Tab Diagnostic Value

1/0 Status Indicator
State

« Faults
« Turns off

One of the following:

- If the output point is
shorted to 24V DC, the
|.Ptxx.ShortCircuit
tag=1.

- If the output point is
shorted to ground, no tags
are changed.

One of the following:

« Ifthe output point was
shorted to 24V DC when
the short circuit condition
was detected, the Short
Circuit diagnostic = Yes.

- Ifthe output point is
shorted to ground when
the short circuit condition
was detected, the Short
Circuit to Ground
diagnostic = Yes.

One of the following:

« Flashes red if the
output point is
shorted to 24V DC.

- Offif the output
point is shorted to
ground.

Table 19 describes what happens when the short circuit condition is removed
from a 1756-OBV8S module and the data is set to safe state, that is, the off state.

Table 19 - Short Circuit Protection - 1756-0BV8S Module

Output Behavior

Tag Value

Module Properties Points
Tab Diagnostic Value

1/0 Status Indicator
State

Restarts in its
commanded state

One of the following:

« Ifthe output point is
shorted to 24V DC, the
.Ptxx.ShortCircuit
tag=0.

- If the output point is
shorted to ground, no tags
are changed.

One of the following:

«Ifthe output point was
shorted to 24V DC when
the short circuit condition
was detected, the Short
Circuit diagnostic = No.
IMPORTANT: You must
cycle power to the module
to reset the diagnostic.

«Ifthe output point is
shorted to ground when
the short circuit condition
was detected, the Short
Circuit to Ground
diagnostic=No

Turns off if there is no
longer a load that is
connected to the
output.

You can monitor a point for the presence of short circuit faults via the diagnostics
g
page that is available in the Module Properties dialog box in Logix Designer

application.

For more information on the maximum current that you can apply to an output,
see the 1756 ControlLogix I/O Specifications Technical Data,
publication 1756-TD002.
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Table 20 - Conditions That Trigger Short Circui

Other Conditions That Can Trigger the Short Circuit

Diagnostic on the 1756-0BV8S Module

Table 20 describes conditions that can trigger the Short Circuit diagnostic.

it Diagnostic

Conditions Output Behavior Tag and Diagnostic Combinations 1/0 Status Indicator State
+ |.Ptxx.ShortCircuit tag =1
« Short Circuit diagnostic =1
+ |Ptxx.Faulttag=1
« Output Mode - Sourcing or
« Point Operation Type - Single . Faults
« Point Mode - Safety Pulse Test . Tums off . IPoocFaulttag =1
- OPtxx.Datatag=1 Co AU
- Output point is shorted to 24V DC. - Internal Fault diagnostic =1
IMPORTANT: The tag and diagnostic combinations that are
described occur on the faulted output point and all of its
associated group points.
« |.Ptxx.ShortCircuit tag = 1
-+ |Ptxx.Faulttag=1
« Short Circuit diagnostic =1
These conditions exist on a pair of module outputs: « Internal Fault diagnostic = 1
« Output Mode - Sourcing
« Point Operation Type - Dual . Faults or The 1/0 status indicator for
« Point Mode - Safety Pulse Test . Tumsoff the faulted output point
« 0.Ptxx.Data tag = 1 (Either output point in the pair) -+ |Ptxx.Faulttag=1 turns off.
« Output point is shorted to 24V DC (Either output « Internal Fault diagnostic = 1
point in the pair).
IMPORTANT: The tag and diagnostic combinations that are
described occur on the faulted output point and all of its
associated group points.
« |.Ptxx.ShortCircuit tag = 1 (Both output points in the
pair)
« Short Circuit diagnostic = 1 (Both output points in the
These conditions exist on a pair of module outputs: . ngltrzx Fault taq = 1
« Output Mode - Sourcing . Faults R 9=
« Point Operation Type - Dual . Turns off or
+ 0.Ptxx.Data tag = 1 (Both output points in the pair)
» Outputpoints are shorted to each other. « |.Ptxx.Fault tag = 1 (Faulted output point and all of its
associated group points)
« Internal Fault diagnostic = 1 (Faulted output point and all
of its associated group points

When the conditions that trigger the diagnostics as described in Table 20 are
corrected, the results are the same as described in Table 19 on page 68.
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Output Recovery After Overload or Short Circuit to Ground Condition

Table 21 describes test output recovery after overload or short circuit to ground
conditions occur.

Table 21 - Output Recovery - 1756-0BV8S Module

Cause of Fault Module Operating Conditions Correction Recovery Time
Overload Condition « Output Point Mode - Safety or Safety Remove the load from the output point. See Safety Output Fault Reset on page 63.
Pulse Test.
+ Output Datatag =1.
- Overload current >1.5 A
Short Circuit to Ground « Output Point Mode - Safety or Safety Remove the output connection to ground and
Condition Pulse Test. set the output to a safe state.

+ OutputDatatag=1.
« Outputis connected directly to ground.

(1) Do not use the module beyond the rated the capacity of 1 A per channel for continuous operation. For ratings, see the 1756 ControlLogix I/0 Specifications Technical Data pub 1756-TD002.

Thermal Shutoff

Thermal Shutoff helps prevent damage to the output that can result when an
output gets hotter than it can handle.

This feature is directly related to Short Circuit Protection feature. The
increased temperature at the output results from an excessive load at the output.
That is, a load with high current is applied to the output. The high current heats

the output beyond an acceptable temperature and the output turns off.

Table 22 describes what happens when a thermal shutoff condition is detected
ona 1756-OBVS8S module.

Table 22 - Thermal Shutoff - 1756-0BV8S Module

Output Behavior | Tag Value Diagnostic Value 1/0 Status Indicator State
« Faults One of the following: One of the following: Steady red
« Tums off « Ifthe output point is shorted to 24V DC when the thermal shutoff | «  If the output point is shorted to 24V DCwhen

condition occurred, the I.Ptxx.ShortCircuit tag = 1. the thermal shutoff condition occurred, there is

« Ifthe output point is shorted to ground when the thermal shutoff
condition occurred, there is no change to the tags. « Ifthe output point is shorted to ground when

no change in the diagnostics.

the thermal shutoff condition occurred, the
ShortCircuitGround diagnostic = 1.

Table 23 describes what happens when the thermal shutoff condition is
corrected on a 1756-OBV8S module.

Table 23 - Thermal Shutoff - 1756-0BV8S Module

Output Behavior

Tag Value

Diagnostic Value 1/0 Status Indicator State

Remains in the off state

I.Ptxx.ShortCircuittag=0 | One of the following: Turns off if there is no longer a load

«Ifthe output point was shorted to 24V DC when the thermal shutoff that is connected to the output.

condition occurred, the Overload diagnostic = 0.
IMPORTANT: You must cycle power to the module to reset the diagnostic.

« Ifthe output point was shorted to ground when the thermal shutoff
condition occurred, the ShortCircuitGround diagnostic = 0.
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For more information on how to use the modules, see Appendix B, Module Tag
Definitions on page 113.
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Fault and Status Reporting

Table 24 - 1756-0BV8S - Fault and Data Status

The output modules multicast fault and status data with channel data to the
owner and listening controllers. The data is returned via module tags that you can
monitor in your Logix Designer application.

Table 24 lists tags that are used on the 1756-OBV8S module.

IMPORTANT  For more information on the valid values for each tag in Table 24, see
Appendix B, Module Tag Definitions on page 113.

DataType | Tag Name

Triggering Event That Sets

ConnectionFaulted

The owner-controller loses its connection to the module.

Ptxx.Fault The point data quality is bad or the channel is set to Not Used.
Faul Ptxx.ShortCircuit A short circuit condition exists on the point.

Ptxx.FieldPowerOff Afield power lost condition exists on the point.

RunMode The module is in Run Mode.

DiagnosticActive Indicates if any diagnostics are active or if the prognostics threshold is reached.
Sotus DiagnosticSequenceCount The count increments each time that a diagnostic condition is detected or removed.

Ptxx.Readback

A 24V DC power source is connected to the output circuit.

Ptxx.Uncertain

The point data can be imperfect.

Ptxx.Status

The point state transitions from normal to faulted or faulted to normal.

(1)  This tag provides module-wide data an affects all channels simultaneously.

Configurable Channel-level

Output State in Program
Mode or Fault Mode

For more information on fault reporting, see Appendix A, Troubleshoot Your
Module on page 103.

You can configure individual output channels to specific states when the module
is in Program mode or Communications Fault mode. These output states are
available:

o Off
° Hold

A

WARNING: The selection of “Hold” for Output State During Program Mode and
Communications Fault Mode prevents the output point from going to the safe
state, making the output point not suitable for a SIL or PL rated safety function.
Set Qutput State During Program Mode and Communications Fault Mode to
"0ff" to allow points to go to safe state.

TUV Rheinland has approved GuardLogix 5580 and Compact GuardLogix 5380
controller systems for use in safety-related applications where the de-energized
state is always considered to be the safe state. You must ensure each configuration
of the safety 10 module is set for "0ff" under the Output State During Program
Mode and Communications Fault Mode selection to consider those output points as
part of any equipment's safety function.

To see how to configure the output states in Program mode or Fault mode, see
Edit the 1756-OBV8S Module Points Category on page 90:
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Connection Fault Handling

72

You can configure module behavior when a connection fault occurs, that is, the
connection between the owner-controller and the output module breaks. You
must define the immediate output behavior when the connection breaks.

Output Behavior Inmediately After a Connection Fault

or Communication Fault modes, make sure this does not create an unsafe state

c ATTENTION: If you change the Output state from OFF to HOLD during Program
of your safety system.

When the connection between an owner-controller and output module breaks,
the output can behave in these ways, depending on how the Fault Mode
parameter is configured:

e Turn off - Default

e Hold its last state

If you configure the output to hold its last state, the output remains at that state
value until this occurs:

e The connection to the owner-controller is re-established.

e The output returns to normal operation, as defined in the module
configuration.

Output State Once Connection is Re-established

Once the connection between the owner-controller and output module is re-
established, the output resumes normal operation.
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Forcing Use a force to override data that your logic either uses or produces.

IMPORTANT  When a safety signature exists, forcing safety 1/0 is not permitted in the safety
portion of the application.

e Test and debug your logic.

e Temporarily maintain normal system operations when an input device

has failed.

Use forces only as a temporary measure. They are not intended to be a permanent
part of your application.

Make sure that you understand this before you use forces.

injure personnel. Before you use a force, determine how the force affects

c ATTENTION: Forcing can cause unexpected machine motion that could
your machine or process and keep personnel away from the machine area.

« Enabling 1/0 or SFC forces causes your machine or process to go to another
state or phase.

« Removing forces can still leave forces in the enabled state.

- Ifforces are enabled and you install a force, the new force immediately
takes effect.

Enable Forces

For a force to take effect, you enable forces. You can only enable and disable forces
at the controller level.

e You can enable I/O forces and SFC forces separately or simultaneously.

e You cannot enable or disable forces for a specific module, tag collection, or
tag element.
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Disable or Remove a Force

To stop the effect of a force and let your project execute as programmed, disable
or remove the force.

e You can disable or remove I/O and SFC forces simultaneously or
separately.

e When you remove a force on an alias tag, you also remove the force on the
base tag.

could injure personnel. Before you disable or remove forces, determine how
the change affects your machine or process and keep personnel away from
the machine area.

c ATTENTION: Changes to forces can cause unexpected machine motion that

Check Force Status

Before you use a force, determine the status of forces for the controller.

The Online toolbar shows the status of forces. It shows the status of I/O forces
and SFC forces separately.

To determine the status of this | Use any of these

1/0 forces « Online toolbar
+ GSVinstruction

SFC forces Online toolbar

File Edit View Search Logic Communications

gEHE &

Offline n.|® gganTé?jES: T
Forcestab ————— B No Forces . None Installed
Mo Edits g; I™ SFC Forces
Enabled @ ]
None Installed
Forces Tab Status Means
Enabled « Ifthe project contains any forces of this type, they are overriding your
logic.

« Ifyou add a force of this type, the new force immediately takes effect

Disabled Forces of this type are inactive. If the project contains any forces of this type,
they are not overriding your logic.

Installed At least one force of this type exists in the project.

None Installed No forces of this type exist in the project.
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GSV Instruction

This example shows how to use a GSV instruction to get the status of forces. For
the purposes of this example, Force_Status is a DINT tag.

G5V

Force_Status.0

Class Name WModule
Instance Mame
Attribute Name ForceStatus

Dest Force_Status
7?

Forces_Installed

Get System Value —

b

r
L

Force_Status.1

LA

Forces_Enabled

I
To determine this Examine this bit For this value
Forces are installed. 0 1
No forces are installed. 0 0
Forces are enabled. 1 1
Forces are disabled. 1 0
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Notes:
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Topic Page
Create a New Module 78
Edit the Module Configuration Common Categories 82
Edit the 1756-1B16S Module Configuration Categories 88
Edit the 1756-0BV8S Module Points Category 90
View the Module Tags 92
Replace a Safety Module 93

This chapter describes how to configure your 1756 ControlLogix” Digital Safety
I/O Modules in a Studio 5000 Logix Designer” application project.

IMPORTANT  You must use the Logix Designer application, version 32 or greater with the

modules.

By default, all safety input and output channels on 1756 ControlLogix Digital
Safety 1/0 Modules are disabled. You must configure each point that is used

in a Safety application.

This chapter does not explain the user-configurable parameters, or corresponding

module features, in your Logix Designer application project.

For detailed information about module features, see the following:

o Chapter 2, Features Common to 1756 ControlLogix Digital Safety I/O

Modules on page 37

o Chapter 3, 1756-1B16S Input Module Features on page 45

o Chapter 4, 1756-OBV8S Output Module Features on page 57
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Create a New Module

78

The project must be offline to add safety modules to it.

You can create a new local or remote safety module. Local I/O modules are
installed in the same system as the GuardLogix® 5580 controllers. Remote I/O
modules are installed in a system that includes a 1756 ControlLogix
EtherNet/IP™ adapter that connects to an EtherNet/IP network.

New Local Safety Module

To create a new local safety I/O module, complete these steps.

1. Create a Logix Designer application project.

2. Right-click the 1756 Backplane and choose New Module.

Controller Organizer » 0 x

&

b

e ww

rl

Controller Safety |0
Tasks
Motion Groups
Alarm Manager
Assets

" Logical Model
1/0 Configuration

P 1756 Backplane, 128000

E3| [0] 1756-L84ES| ﬂ New Module... I:}
b 25 Ethernet Import Module...

Properties Alt+Enter

Print L2
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3. At the Select Module Type window, click Create to add the discovered

module to your project.

Select Module Type

Catalog  Module Discovery Favortes

Clear Filters Hide Filters 2
~ Module Type Vendor Fiters ~
B4 Advanced Mcro Controls Inc. (AMCI)
B4 Hardy Process Sokstions
[ Molex incomorated
w Oriine Development Inc (Automation Value) v
> < >
Catalog Mumber Description Vendor Category [+
1756-4B16IF 16 Point 24V High Speed DC isolated Input, Sink/Sour..  Rockwel Autom . Digtal
17564B16ISOE 16 Channel Isolated 24V Input Sequence of Events Rockwell Autom Digtal
16 Point 24V DC Aockwell Autom Safety
17561832 32 Poirt 10V-31.2V DC Input Rockwell Autom Digital
17564C16 16 Paint 30V-60V OC Input Rockwell Aom . Digtal "
< Bl R R T B e £y .
160 of 160 Module Types Found Add to Faverites
[] Close on Create Create Close Help

4. At the New Module window, configure the module properties and

click OK.
¥ New Module X
General” General
Connection
Sefety i Tope: 1756-4B16S 16 Point 24V DC Safety Input, Sk
Veik Poris Verdor Rockwed Automation/Alen-Bradiey
Test Output Ports Parent Local
Hame [Local_Sefety_inpus_Modue | St 1
Description: | Salety Network 4342 0427 CFCE | |
22172019 22157966 PM
Modue Defintion
Seres A T
Revision: 1.001
Bectronic Keyng:  Compatible Module
Configured By. This Controler
put Deta Safety Data
Status: Cresting 3 E| Cancel Help

Follow the same steps to add additional local I/O modules.
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New Remote I/0 Module

To create a new remote safety I/O module, complete these steps.

1. Adda ControlLogix EtherNet/IP adapter to the project.
2. Right-click the EtherNet/IP adapter and choose New Module.

Controller Organizer » O x

& °=

Controller Safety_I0

Tasks

Moetion Groups

Alarm Manager

Assets

" Logical Model

10 Configuration

4 B9 1756 Backplane, 1736-A10
[ [0] 1756-L84ES Safety_10
' [1] 1756-IB165/A Local_Safety_Input_Module

4 2= Ethernet
[ 1756-L84ES Safety_10

5 1756 Back| [
X Cut Ctrl=X
[ Copy Ctrl+C
Delete Delete
Cross Reference Ctri+E

3. Select the module and click Create.

Select Module Type

Catalog  Module Discovery  Favortes

[Erter Search Test for Modise Tipe Clear Filters Hide Filters 2
Bd  Modue Type Category Fiters A B Modue Type Vendor Fiters ~
B4 fnslog B4 Advanced Miro Controls Inc. (AMCI)
B4 Communication B4 Hardy Process Sokstions
E4 Controler [ Molex incomorated
E Digtal v | Oriine Development Inc (Automation Value) v
< > < >
Catalog Number Description Vendor Category fe
1756-4B16IF 16 Point 24V High Speed DC isolated Input, Sink/Sour. . Rockwell Autom . Digial
17564B16ISOE 16 Channel Isolated 24V Input Sequence of Events Rockwell Autom Digtal
175648165 16 Point 24V DC Safety Input, Sink
17561832 32 Poirt 10V-31.2V DC Input Rockwell Autom Digital
17564C16 16 Point 30V-60V DC Input Raockwell Autom Digtal o

160 of 160 Module Types Found

[ Close on Create | , Create Close Help

The New Module dialog box appears with a list of categories on the left
side. The number and type of categories varies by module type.
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4. You can click OK to use the default configuration as shown or edit the
module configuration. The rest of this chapter describes how to edit
module configuration categories.

% New Module X
General” " General
Connection
Safety Type: 17564B16S 16 Pont 24V OC Sefety nput, Sk
Module Info
inout Forts Vendor: Rockwed Automation. Alen-Bradey
Test Output Points Parent. Remecte_Bthermst_Adapter
Name [Remote_Safety_input_Modude St 1 o~
Descrigton: || | mibinguar 436A_0333_26%
Number: L
L 47272019 10:54:43 871 AM
Madule Defirstion
Senes L) Change
Revision 1.001
Bectronc Keying Compatile Module
Configured By This Controler
nput Data Safety Data
Satia: Ceatig [ ok ] [ cocel e

Follow the same steps to add additional remote I/O modules.
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Edit the Module You click the category names in the New Module dialog box to view and change
. . the configuration parameters. Before you edit the module configuration,
Configuration Common & P y g

. consider the following:
Categories

e This chapter shows how to edit the module configuration when you add
the module to the Logix Designer application project.

If you access the module configuration after it is added to the project, the
dialog box is named Module Properties. The same categories are displayed
as the categories displayed on the New Module dialog box.

e Some new module configuration categories apply to all 1756
ControlLogix digital safety I/O modules. Some categories are specific to
the module type.

IMPORTANT By default, all safety input and output channels on 1756 ControlLogix digital
safety 1/0 modules are disabled.

You must configure each point that is used in a Safety application.

The following categories apply to all 1756 ControlLogix digital safety I/O

modules and are described in this section.

o General Category

Connection Category

Safety Category

Module Info Category

82 Rockwell Automation Publication 1756-UM013A-EN-P - June 2019



Configure and Replace Safety Modules ~ Chapter 5

General Category

The General category appears first when you create a module. The parameters in
this category are the same for all 1756 ControlLogix digital safety I/O modules.

You use this category to complete the following tasks:
¢ Name the module.
e Assign a node number.

Describe the module.

Access the Module Definition.

Safety Network Number

The Logix Designer application automatically assigns a Safety Network Number
(SNN) to safety modules as they are added to the project.

8 New Module X

oo D General
on
Sefety Troe: 1756-4B16S 16 Point 24V DC Safety Input, Sirk
Modhde Info ’
Kot Pokts Vendor: Rockwed Automation/ Alen-Bradiey
Test Output Points Parent Local
Name: Local_Safety_lnout_Moduls 1
Deacriplion 1 Sefety Netwark 2 037 CFC
- 342_0427_CFCE
| 272172019 2:21:57 966 PM
Module Definion
Senes A (Change
Revision 1.00
Blectronic Keying Compatible Module
Canfigured By This Cantroler
Input Data Safety Data
Status: Creating oK D | | Cancel Help
et

The SNN is a time-based number that uniquely identifies subnets across all
networks in the safety system. All 1756 ControlLogix digital safety I/O modules
in the same subnet use the same SNN by default.

e Local 1756 ControlLogix digital safety I/O modules are automatically
assigned the same SNN as the 1756 Backplane SSN in the controller
configuration.

¢ Remote 1756 ControlLogix digital safety I/O modules are automatically
assigned the same SNN.

The Logix Designer application assigns an SNN to the first safety module
that is added to a remote system. The application assigns the same SNN to
additional safety modules that are added to this remote I/O system.

For more information on Safety Network Numbers, see the GuardLogix 5580

and Compact GuardLogix 5380 Controller Systems Safety Reference Manual,
publication 1756-RM012.
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Module Definition

Module Definition parameters are available on the General tab of the Module
Properties dialog box in the Logix Designer application project. Table 25
describes the parameters on the Module Definition dialog box.

1756-1B16S 1756-0BV8S

Module Definition x Module Definition X
Series: A v Series: A i
Revidon: 1 = 001 = Revision: 1 v 001 |5
Electronic Keying: Compatible Module v Electronic Keying: Compatble Modue X
[Configured By: [ This Controlier ™ | |{Configured By: | This Controllas el
|input Data: | Safety Data & {put Data: | Salely Data )

e e : s | Output Data | Safety Data )

Output Mode: | Sourcing t{

Cox ] [ [ o ] [ oo | [ neo

Table 25 describes the parameters on the Module Definition dialog box.

Table 25 - Module Definition Parameters

Parameter Definition Available Choices
Series Module hardware series Module-specific
Revision Module firmware revision, including major and minor revision levels Module-specific
Electronic Keying Software method by which you reduce the possibility of using the wrong device in a control system. « Exact Match

For more information, see the following: « Compatible Module

- Electronic Keying on page 43
« Electronic Keying in Logix5000 Control Systems Application Technique, publication LOGIX-AT001

Configured By Determines the following for the module type you configure: « This Controller
« Which controller tags are generated when configuration is complete . External Means
« Whether you can choose an Qutput Data type - Output module only
+ Whether you can choose an Output Mode - Output module only

Input Data Determines what type of input data is exchanged between the module and the controller. « Safety data
Creates all controller tags specific to the module type being used. . Safety packed data
IMPORTANT: The 1756-0BV8S output module exchanges input data with the controller.
Output Data - 1756-0BV8S Determines what type of output data is exchanged between the module and the controller. « None - If Configured By is
module only The available choices are dictated by the Configured By parameter choice. External Means.

- Safety data and Safety
packed data - If
Configured By is This

Controller.
Output Mode - 1756-0BV8S Determines how the outputs are used. That is, one of the following: - Sourcing
«Sourcing outputs. In this case, you connect the external device to only the sourcing point on an output . Bipolar
channel.
«As connection pairs. In this case, you connect the external device to both the sourcing and sinking points
of the bipolar output pair.

(1) Controller and module establish communication without the controller sending any configuration or output data to the module. A full input data connection is established but depends on the
connection between the owner-controller and the module.

84 Rockwell Automation Publication 1756-UM013A-EN-P - June 2019


http://literature.rockwellautomation.com/idc/groups/literature/documents/at/logix-at001_-en-p.pdf

Configure and Replace Safety Modules ~ Chapter 5

Connection Category

The Connection category lets you inhibit the module.

Before you inhibit the module, make sure that you are aware of the impact it has
on your application. For more information on inhibiting the module, see page 41.

IMPORTANT  You cannot set the Requested Packet Interval (RPI) for the safety modules on
the Connections category. For safety modules, you set the RPI on the

Safety category.

& | New Module
Connection
- Connecti
;T;;";j‘;“j bt Mame Requested Facket Interval (RPI) | 00"
(ms) EtherlietiP
Safety input 20 +][Seton Safety Page | Unicast |+
Safety Output 20 3|/Set by Safety Task | Unicast |+

Madule Fault

Status: Creating

[ inhibit Module
Majar Fault On Controller If Connection Fails While in Run Mode

0K

| [ cancel | [ Hep

Remote safety modules support the Connection over EtherNet/IP parameter.

e With safety input data, you can choose Unicast or Multicast.

e With safety output data, you must use Unicast.

For more information, see page 31.
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Safety Category

The Safety category lets you set the RPI rate. You must click the Advanced
button to change the Connection Reaction Time Limit configuration.

IMPORTANT  Remember, the Safety Task period determines the 1756-0BV8S module RPI.

B Mot properies: ocas (756.08ves 1.0 [

General Safety

Connection

Safety

Module Info Connection | Requested Packet | Connection Reaction Max Observed o

Points Type Interval (RPI) (ms)|  Time Limit (ms) | Network Delay (ms)
Safety Input 02 101 7] Reset
Safety Output 20 60.0 2.9 Reset

Configuration Ownership: Local

Reset Ownership | €

Configuration Signature:

ID: 51cd_e90f (Hex) Copy
Date: 5/ 3/2019
Time: 2852 Ims
Status: Running OK Cancel Apply Help
r
Advanced Connection Reaction Time Limit Configuration @

Input
Requested Packet Interval {RPI): 2= ms (2 - 500)

Timeout Muttiplier: 25 4

Network Delay Multiplier: 200= % (10-6D0)

Connection Reaction Time Limit 200 ms
Qutput

Requested Packet Interval (RPI): 20 ms (Safety Task Period)

Timeout Muttiplier: 2= (14)
Network Delay Multiplier: 2002 % (10-6D0)
Connection Reaction Time Limit 600 ms

OK | [ Camcel | [ Hep

For more information on the RPI and the Connection Reaction Time Limit
parameters, see Requested Packet Interval on page 30.
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Module Info Category

The Module Info category displays module and status information about the
module when the project is online. You can use this category to complete the

following:

e Determine the identity of the module.

e Access module diagnostics.

o Refresh the data on the screen.

e Reset the module.

General
Connection
Safety
Madule Info
Points

Status: Running

Module Info

Identification
Vendor.

Product Type:
Product Code:
Revision:

Serial Number:

Product Name:

Diagnostics...

Status
Rockwell Automation/ Major Fault:
Allen-Bradley

Minor Fault

Safety Discrete /O Device s e

1756-0BVES
L Configured:
12345678 e

1756-0BVBS/A 8 Out Module Identy.

Refresh

None
None

Program mode

Configured
Owned

Match

ResetModule =

Cancel
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Editthe 1756-IB16S Module These categories are available when you configure a 1756-IB16S module:

Configuration Categories

88

o Input Points Category
o Test Output Points Category

Input Points Category

The Input Points category is only available if you choose This Controller for the
Configured By parameter on the Module Definition dialog box. You must
configure each point to use it in a Safety application. The inputs are disabled by

default.
1§ Module Properties: Locatt 1756165 1001 [

General Input Points
Connection
Safety
Modde ko Pont Paint Mote Test Source

] Input Delay Tmern-aul

Input Porrts | omson [ onsom|
é:_ HNone

Test Output Points

B ffe M e B R e e

10_| Nt Used
Not Used
12 | Not Used

€k K

14 | Not Used
15 | Mot Used

Latch Fault untl reset via output 139: | Disabled ~

Status: Offine Cancel 5 Hepp

Point Mode

Determines the operation mode of the output point.
e Not Used - The output point is disabled.
e Safety - The output point is enabled.

e Safety Pulse Test - The output point is enabled and a pulse test is
periodically performed on the output to make sure the output is
functioning. The pulse test only occurs when the point is On. The pulse
has a fixed state of periodic.

The default value is Not Used.

Test Source

Displays the Test Source values. There is a value for each point, 00-15. When
Safety Pulse Test is selected in Point Mode, the value appears according to the
point number.

Input Delay Time (ms)

For more information on input delay times, see page 50.
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Test Qutput Points Category

The Test Output Points category is only available if you choose This Controller
for the Configured By parameter on the Module Definition dialog box.

You must configure each point to use it in a Safety application. The outputs are

disabled by default.
8 Modue propertes: Loaak cr7se-enes roon < [

General Test Output Points
Connection
Safety
Modude o Pum! Point Mode Diagnostics
Input Points Mot Used |
Test Output Pornts ot Used
ot Used i
Hot Used
Mot Used o
Hat Used
Hiot ised o
HotUsed |
Status: Offine Cancel et Hein
Point Mode

Determines the mode of the test output for the point.
e Not Used - Test output is not used.
e Dulse Test - Use the test output point as a pulse test source.

e Power Supply - Use the test output as a power supply.
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Edit the 1756-0BV8S
Module Points Category

90

To use the Points category, on the Module Definition dialog box choose
Configured By > This Controller.

The outputs are disabled by default. To use an output in a Safety application, you
must configure the Point Operation Type and Point Mode. Optionally, you can
configure the Output State During Program Mode and During Communications

Fault Mode (Off, Hold)
Output State Curing

Point | Point Operation Type Poirt Mode Program Mode and Diagnostics

Communications Fault Mode
00 _|Single || Safety x| off b
01_|Single || Safety x| off b
02 |Single || Safety x| off b
03 |Single || Safety x| off b
04 |Single || Safety x| Held b
05 | Single x| Safety _¥||Held =
06 | Single _¥||Safety Pulse Test | Off b
07 _|Single || Safety Pulse Test || Held b

IMPORTANT  Ifyou configure the output state to be Hold, then the output channel cannot be

used in a safety application.

A

WARNING: The selection of “Hold” for Output State During Program Mode and
Communications Fault Mode prevents the output point from going to the safe
state, making the output point not suitable for a SIL or PL rated safety function.
Set Output State During Program Mode and Communications Fault Mode to
"0ff" to allow points to go to safe state.

TUV Rheinland has approved GuardLogix 5580 and Compact GuardLogix 5380
controller systems for use in safety-related applications where the de-energized
state is always considered to be the safe state. You must ensure each configuration
of the safety 10 module is set for "Off" under the Output State During Program
Mode and Communications Fault Mode selection to consider those output points as
part of any equipment's safety function.
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Point Operation Type
Single

When the output channel is in the On state and without any faults, the safety
outputs turned on. The status is normal. If a fault is detected on the output
channel, the safety output data and individual safety output status turn off. See

Single-channel Point Operation Type on page 61.

Dual

When dual-channel Point Operation Type is used, output channels function as
connection pairs. Connection pairs are as follows:

e Channels0and 1
e Channels2and 3
e Channels4and 5
e Channels6and 7

When both output channels in a connection pair are in the On state and without
any faults, the safety outputs are turned on. See Dual-channel Point Operation

Type on page 62.

Point Mode

Determines the operation mode of the output point.
e Not Used - Output is not used.
o Safety - Output is a safety output.

o Safety Pulse Test - Tests the safety output itself using an internally
generated test pulse. Pulse testing detects shorts to the 24V power supply
and channel-to-channel shorts. The pulse test only occurs when the point

is On. The pulse has a fixed state of periodic.

Output State During Program Mode and Communications Fault Mode

You can select the output state (Off or Hold) for cach channel to change to
during:
¢ Program Mode and you encounter a Communications Fault.

¢ Run Mode and you encounter a Communications Fault.
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View the Module Tags

When you create a module, the Logix Designer application creates a set of tags
that you can view in the Tag Editor. Each configured feature on your module has
a distinct tag that is available for use in the controller program logic.

Complete the following steps to access the tags for a module.

1. In the Controller Organizer, right-click Controller Tags and choose
Monitor Tags.

Controller Organizer *+ 3 X

2 =

4 Controller Safety |0
# Controller Ta

Cont {7 New Tag... Ctri+W
Powt
b Tasks Monitor Tags h
b Motion { Edit Tags
b Alarm M Verify
3 Assets Export Tags...
" Logical |

P 1/0 Cond Frint
4 B8 1756 Rarknlans 175A-410

The Controller Tags dialog box appears with data.

2. To view the tags, click the triangle symbols.

@ Controer Tags - satetyoconvrorer < |

Scope: | [ Safety_IO | Show: M Togs B
Name =z| = Value + Force Mask * Style Data Type Class
4 Locaki =7 Ly AB:5000_SDI16::0 Safety
Locak1:L.RunMode o Decimal BoOL Safety
LocalT:.ConnectionFaulted 1 Decimal BOOL Safety
Local:1:1.DiagnosticActive o Decimal BOOL Safety
b Local:1:l.DisgnesticSequenceCount 0 Decimal SINT Safety
4 Local:1:1,Pt00 (i fud CHANNEL_SDLED Safety
Locak1:.PtD0.Data 0 Decimal BOOL Safety
Local1:1.PtD0.Fault 1 Decimal BOOL Safety
Locak1:.PtD).Uncertain L] Decimal BOOL Safety
Locak1:.PtD0.ShontCircuit o Decimal BOOL Safety
Locak1:1.PtD0.Status 0 Decimal BOOL Safety
& lacak1lPel ra {58 ) CHANNFI SNEEN Safetu

92

For more information on module tags, see Appendix B,Module Tag Definitions

on page 113
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Replace a Safety Module

Replacing a safety module that sits on a CIP Safety™ network is more complicated
than replacing standard devices because of the Safety Network Number (SNN).

Safety devices require this more complex identifier to make sure that module
numbers that are duplicated on separate subnets across all of the networks in the
application do not compromise communication between the correct safety
devices.

The SNN is a unique identifier that is automatically assigned to each subnet in a
safety application. The same SNN is assigned to all of the devices on the subnet.

For example, when an EtherNet/IP adapter is used in a safety application, the
Logix Designer application project assigns it an SNN. All safety modules that are
installed with that adapter, are automatically assigned the same SNN.

However, each safety module requires a unique identifier within the same subnet.
A DevicelD is used to uniquely identify each safety module. The SNN and
module slot number make up the DeviceID of the safety module.

Reset to Out-of-Box Configuration

When the Logix Designer application is online, the Safety tab of the Module
Properties dialog box displays the current configuration ownership. When the
opened project owns the configuration, Local is displayed.

When a second device owns the configuration, Remote is displayed, along with
the SNN, and node address or slot number of the configuration owner.
Communication error is displayed if the module read fails.

If the connection is Local, you must inhibit the module connection before you
reset ownership. To inhibit the module:

1. Right-click the module and choose Properties.
2. On the Connection tab, click Inhibit module.

3. Click Apply and then OK.
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Follow these steps to reset the module to its out-of-box configuration
when online.

1. Right-click the module and choose Properties.

2. On the Safety tab, click Reset Ownership.
| 8 ot ropetes ot ersc s oo [

General" Safety
Cernection
Safety
Module info Connecton | Requesied Packet| Connection Reaction |  Max Observed
¥end Pords Type interval (RPY) (ms)|  Time Limk (ms) | Metwork Delsy (ms)
Test Output Ponts Safety ngut ] o Resel Adianced
Satety Outpat| Xl Reset
Confrguration Cwrenthip
=
Configuration Sgnature
ID: 2 : [Hex) Copy
Date
Time: d Mg .| m
S Ot i =R

3. When a dialog box appears asking if you want to continue with the reset,
read it and click Yes.

r =

Logix Designer

DANGER. Reset Ownership should not be perfermed on a module currently being used for contrel.
If two or more controllers are attempting to share this module, resetting
ownership will result in ownership being granted to the first controller

that successfully configures the module.

To ensure the correct controller assumes ownership, inhibit the connection
on all controllers before confirming the operation.

All connections to the module will be broken, and control may be interrupted.

Continue with Ow
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Replace a Module in a Logix 5000 System

Consider the following conditions before you replace a safety module in a
Logix 5000™ system:

e Ifyourely on a portion of the CIP Safety system to maintain SIL 3
behavior during module replacement and functional testing, you must use
the Configure Only When No Safety Signature Exists feature.

e Ifthere is only one safety controller on the network, or if you do not rely
on the entire routable CIP Safety control system to maintain
SIL 3/PL (d or ¢) during the replacement and functional testing of a
module, you can use the Configure Always feature.

Replacement with " Configure Only When No Safety Signature Exists’ Enabled

When a module is replaced, the configuration is downloaded from the safety
controller if the DeviceID of the new module matches the original. The
DeviceID is updated whenever the SNN is set.

If the project is configured with Configure Only When No Safety Signature
Exists enabled, follow the appropriate instructions in to replace a 1756
ControlLogix digital safety I/O module.

After you complete the steps in a scenario correctly, the DeviceID matches the
original. This match enables the safety controller to download the proper module
configuration, and re-establish the safety connection

Table 26 - Replacing a Module

GuardLogix® Safety Replacement Action Required
Signature Exists Module Condition
No No SNN (Out-of-box) | None. The device is ready for use.
Yes or No Same SNN as original | None. The device is ready for use.
safety task
configuration
Yes No SNN (Out-of-hox) | See Scenario 1- Replacement Device is Out-of-box and

Safety Signature Exists on page 96.

Yes See Scenario 2 - Replacement Device SNN is Different from
Different SNNfrom | Original and Safety Signature Exists on page 98.

original safety task
No configuration See Scenario 3 - Replacement Device SNN is Different from
Original and No Safety Signature Exists on page 101.
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Scenario 1- Replacement Device is Out-of-box and Safety Signature Exists

1. Remove the old I/O device and install the new device.

Right-click the replacement safety I/O device and choose Properties.

3. On the General category, click . to the right of the safety network

number to open the Safety Network Number dialog box.

Fvosseropeir oz rmrs o [

“General _ General
Connecton
Safety Type 1756-1B16S 16 Point 24V DC Safety Input. Sink
Madula Info
Ingat Points Vendor Rockwell Automason/Allen-Bradley
Test Ouiput Points Parent Local
Nama: Slot 2
Description Safety Network 4342_0427_CFCF
MNumber — s
2212019 22157.967 PM
Module Definison
Series A P
Rewvision 1.001
Electronic Keyng Compatble Module
Configured By This Cantroller
Input Data Safety Data
Status; Fauhed Cancel Aoty Help
4. Click Set.
Safety Network Number x
Format
me-based
sal
(Decimal)
Number
4342_0427_CFCF (Hex) Copy
Set -
OK Cancel Help
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5. Click Yes on the confirmation dialog box to set the SNN and accept the
replacement device.

DANGER. Setting Safety Network Number in module,

Network status indicator on module's front panel is alternating red
and green to help validate module addressing.

If two or more controllers are attempting to configure module, setting
Safety Network Number will result in configuration ownership being
granted to first controller that successfully configures module.

If two or more controllers are attempting to connect to outputs of
module, setting Safety Network Number will result in output

ownership being granted to first controller that successfully connects
to outputs.

Set Safety Network Number?

Yes No Help

6. Follow your company-prescribed procedures to functionally test the
replaced I/O device and system and to authorize the system for use.
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Scenario 2 - Replacement Device SNN is Different from Original and Safety Signature Exists

1. Remove the old I/O device and install the new device.

2. Right-click your safety I/O device and choose Properties.
3. Click the Safety tab.

4. Click Reset Ownership.

B e propures oz rsesers o

General Satety
Connection
Safety § §
Maodule Info Connection | Requested Packet | Connection Reaction|  Max Obsenved
Input Points Type Interaal (RPY) (ms) | Time Limit (ms) | Network Delay (ms)
Test Output Points Salety Inj =] 401] 7| Advanced
Salety Out 20] 50.0] %
Configuraton Ownership.  Remote (SNN40B8_0354_ACAE, Address 0)
.
Cenfiguration Signature
O |5eSb o (Hox) Copy
Date
Time = - ms
Status Faulted oK. Cancel Apply Halp

5. On the Logix Designer application Dialog, click Yes.

Logix Designer
DANGER. Reset Ownership should not be performed on a module currently being used for control.

If two or more controllers are attempting to share this module, resetting
[ hip will result in ¢ hip being granted to the first controller

that successfully configures the module.

To ensure the correct controller assumes ownership, inhibit the connection
on all controllers before confirming the operation.

All connections to the module will be broken, and control may be interrupted.

Continue with Ownership Reset?
Yes No Help

6. On the next Logix Designer application Dialog, click Yes.
DANGER. Configured Safety Network Number does not match actual Safety Network Number found in module.

Continue with Ownership Reset?

No
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7. The Configuration Ownership now shows Not Owned.

B Mot ropars a2 75816 100«

Configuraion Ownership:  Not Owned

Reset Ownership | *+

Genaral Salety

Connection

Safaty — - — = — -

Madule Info Connection | Requested Packet | Connection Reaction|  Max Obsened

Input Points Type Interval (RPY) (ms) | Time Limit {ms) | Network Delay (ms)

Test Output Points Safety Ing 10z 401 77| Reset Advanced
Safety o.ngi 20 00| 7

Configuration Signature:
L8] BeSb_ofnt (Hex) Copy
Drater
Time: = - ms
Status: Fauled oK Cancel Apgily Help
8. Click the module General category.
9. Click .. to the right of the safety network number to open the Safety

Network Number dialog box.

0 Module Propertie: Locaiz (17s¢-81¢s 1001)_ [

[ General  General
Connection
f“:';:l;e o Type 1756-1B116S 16 Point 24V DC Safaty Input Sink
Input Points Vendor Rockwell Automason/Allen-Bradley
Test Ouiput Points Pasent Local
Name: Local_Safuty_input_Module Slot 2
Description z:r;g:emm 4342 0427 CFCF | | ‘J'
272172019 22157967 FM
Module Definison
Series. A Change
Revision 1.001
Electronic Keyng Compatble Module
Configured By This Cantroller
Input Data Safety Data
Status: Fauled Cancel Apply Help
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10. Click Set.

Safety Network Number x
Format
Time-based Generale
Manual
(Decimal)
Number:
4342_(427_CFCF (Hex) Copy
Pasta
'''' Set . N
OK Cancel Help

11. Click Yes on the confirmation dialog box to set the SNN and accept the
replacement device.

DANGER. Setting Safety Network Number in module,

Network status indicator on module’s front panel is alternating red
and green to help validate module addressing.

If two or more controllers are attempting to configure module, setting
Safety Network Number will result in configuration ownership being
granted to first controller that successfully configures module.

If two or more controllers are attempting to connect to outputs of
module, setting Safety Network Number will result in output

ownership being granted to first controller that successfully connects
to outputs.

Set Safety Network Number?

Yes No Help

12. Follow your company-prescribed procedures to functionally test the
replaced I/O device and system and to authorize the system for use.
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Scenario 3 - Replacement Device SNN is Different from Original and No Safety Signature Exists

1. Remove the old I/O device and install the new device.

2. Right-click your safety I/O device and choose Properties.
3. Click the Safety tab.

B Modte Properties Locat2 173618165 1.001) [

General Satety
Connection
Safety - -
Madule Info Connection | Requested Packat | Coanection Reaction|  Max Observed
Input Points Type Interval (RPY) ms) |  Time Limt (ms) | Network Delay (ms)
Test Output Points Salety I =] 401] 77| _Reset Advanced
Salety Ou 20] 50.0] 7| Reset
Configuration Ownership.  Remote (SNN-40B8_0354_ACAE. Address. 0)
.
Cenfiguration Signatine
D 5cSb ont (Hox) Copy
Date:
Time = - ms
Status Faulted oK. Cancel Halp

4. Click Reset Ownership.
5. On the Logix Designer application Dialog, click Yes.

Logix Designer
DANGER. Reset Ownership should not be performed on a module currently being used for control.
If two or more controllers are attempting to share this module, resetting

ownership will result in ownership being granted to the first controller
that successfully configures the module.

To ensure the correct controller assumes ownership, inhibit the connection
on all controllers before confirming the operation.

All connections to the module will be broken, and control may be interrupted.

Continue with Ownership Reset?
Yes No Help

6. On the next Logix Designer application Dialog, click Yes.

DANGER. Configured Safety Network Number does not match actual Safety Network Number found in module.

Continue with Ownership Reset?

No

7. Follow your company-prescribed procedures to functionally test the
replaced I/O device and system and to authorize the system for use.

Rockwell Automation Publication 1756-UM013A-EN-P - June 2019

101



Chapter5  Configure and Replace Safety Modules

Replacement with ‘Configured Always’ Enabled

Safety Control System is not being relied on to maintain SIL 3 behavior

c ATTENTION: Enable the ‘Configure Always' feature only if the entire CIP
during the replacement and functional testing of a module.

Do not place modules that are in the out-of-hox condition on a CIP Safety
network when the Configure Always feature is enabled, except while following
this replacement procedure.

When the ‘Configure Always’ feature is enabled, the controller automatically
checks for and connects to a replacement module that meets all the following
requirements:

e The controller has configuration data for a compatible module at that
network address.

e The module is in out-of-box condition or has an SNN that matches the
configuration.

If the project is configured for ‘Configure Always) follow the appropriate steps to
replace a safety module.

1. Remove the old I/O module and install the new module.

If Then

the module is in out-of-box condition go tostep 6.

No action is needed for the controller to take
ownership of the module.

an SNN mismatch error occurs (because the module | go to the next step to reset the module to out-of-
was previously owned) box condition.

Right-click your I/O module and choose Properties.
Click the Safety tab.

Click Reset Ownership.

Click OK.

IS A S o

Follow your company-prescribed procedures to functionally test the
replaced I/O module and system and to authorize the system for use.
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Module Status Indicators

DCINPUT

N0 1 2 3 456 7

/0 Status (ST) and —
Fault Status (FLT)
Indicators

Troubleshoot Your Module

Topic Page
Module Status Indicators 103
Use the Logix Designer Application for Troubleshooting 105

You can use the module status indicators and the Studio 5000 Logix Designer”
application to troubleshoot the I/O modules.

1756 ControlLogix" digital safety I/O modules use these status indicators:

(3> DbcoutpuT

Module OK 1/0 Status (ST) and —» It cT oMM o« Module OK

80 1 23 4567 K
Status Indicator F3U|It Zt.atus (FT) Status Indicator
ndicators
SAFETY
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0K Status Indicators

The OK status indicator shows the module status.

Table 1- Module OK Status Indicator

Indicator State Description

off There is no module power applied.

Green The device is operating in a normal condition. At least one 10 connection is in the established
state.

Flashing Green The device is OK, but it does not have a connection.

A connection may be established, but the Validator has not completed an initial Time
Coordination exchange.

Red The device has an unrecoverable fault.
Minimum recovery is to cycle power. It may be necessary to replace the device.

Flashing red « The device has a recoverable fault. The fault can be read from the device through the bus
or network.

«An |0 connection time-out.

+ Recoverable NVS Fault.

«  Afirmware update is being performed on the module.

Flashing Red/Green « Indicates that you must commission the UNID on the device.

Table 2 describes the I/O Status (ST) and Fault Status (FLT) status indicators.

Table 2 - Module ST/FLT Status Indicator

Indicator State Description
off The digital /0 point is Off.
Channel is not configured or enabled.
Yellow The digital /0 point is On.
Flashing red « Open wire / open load

«Input/output Off
«Short circuit

Red Internal Malfunction

Flashing Red/Yellow + Open load
« Output ON / Open wire
+ Input ON
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Use the Logix Designer The Logix Designer application indicates the presence of fault conditions.

Application for
Troubleshooting

Fault conditions are reported in the following ways:

e Warning Signal in the I/O Configuration Tree
e Status and Fault Information in Module Properties Categories

e Logix Designer Application Tag Editor

Warning Signal in the I/0 Configuration Tree

As shown in Figure 1, a warning icon appears in the I/O Configuration tree when
a fault occurs.

Figure 1- Warning Icon in Controller Organizer
Controller Organizer v B x

a =

El Controller Safety_IO
< Controller Tags
Controller Fault Handler
Power-Up Handler
b Tasks
b I Motion Groups
b I Alarm Manager
b Assets
f Logical Model
4 B9 1756 Backplane, 1756-A10
[ [0] 1756-L84ES Safety IO

ST IOtESPSaTEy TOPaTeT
£ (2] 1756-1B165/A LocaLSafaty,Input,Module>
~———— (3] 1756-OBV8S/A Local_Safety Output Modul

fl (6] 1756-1B16D Local_Input
fl (7] 1756-0816D Local_Output
b &% Ethernet
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Status and Fault Information in Module Properties Categories

The Module Properties section in the Logix Designer application includes a
series of categories. The numbers and types of categories varies by module type.

Each category includes options to configure the module or monitor the status of
the module. The following are ways to monitor the state of a module for faults:

e Module Status on General Category

e Module Fault Descriptions on Connection Category
e Module Fault Descriptions on Module Info Category
Module Status on General Category

As shown in Figure 2, the status of a module is indicated on the General category
of the Modules Properties.

Figure 2 - Fault Message in Status Line
1 Moduie Propertes: Locak2 1756-1165 1001 [

General General
Connection
Safety Type 175648165 16 Poirt 24V DC Safety Input Sink
Module Indo. " "
Vgt Poists Vendor Rockwell Automation/ASen Bradiey
Test OQutput Points Paront Local
MName Lotal_Safety_input_Madule Slot
Diescrpion Salaty Network 4342_(427_CFCF
Numbar =
2212019 22157967 PM
Module Definition
Saenes A Change
Revisson 1001
Elecyonic Keying Compatble Module
Condgured By This Controller
Input Data Safaty Data
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Module Fault Descriptions on Connection Category
As shown in Figure 3, a module fault description that includes an error code that
is associated with the specific fault type is listed on the Connection category.

Figure 3 - Fault Description with Error Code

B Mo propeses oz v o<

Ganeral Connection
Connecton
Salety
Module Info
input Points. Name Requested Packet intenal
(RPM) [ms)
Test Output Points.
Safty Input 10 2| Set on Safety Pagl
Safety Output 20 3| Set by Sabety Tas
[ tmhibit Modute
Module Fault
{Code 16#080e) Safety network numbser mismatch,

Module Fault Descriptions on Module Info Category

As shown in Figure 4, major and minor fault information is listed on the Module
Info tab in the Status section.

Figure 4 - Major and Minor Fault Information

|8 Mo prpertr a2 rseases oo« [

General Madule Infa

Connection

Satety
IdentiSicaton Status

Module info

Input Poinis Vendor Rockwell Automason/ Major Faul Recoverable

Test Ou o Allen-Bradiey

‘&3 Output Poants Minot Fault Moos

Product Type: Safety Descrete O Devidg Ietarnal State Majot fault
Product Code 17568165
Rewision um Configured Na
Sesial Mumber 12MEETE Ownad Ownad

Product Name: AB 1T5EIB1ES 160

Module idensty Maich

Diagnostics. Refesh Reset Module o

Status: Faulted

Cancel Apply Help
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Module and Point Diagnostics

You can use diagnostics ina Logix Designcr application project to monitor
module and/or point operating conditions and to troubleshoot issues that affect
a module and/or point. Diagnostics when the project is online.

e Module Diagnostics

o Point Diagnostics

Module Diagnostics

Module diagnostics provide information on a module-wide basis. For example,
the Module Diagnostics dialog box indicates the mode within which a module is
operating, that is, Run, Remote Run, Remote Program, or Program.

Module Diagnostics are accessible from the Module Info category on the Module
Properties dialog box, as shown in Figure 5.

Figure 5 - Module Information Diagnostics

5 Maodule Properties: Local:2 (1756-1B165 1.001) =

General Madule Info

Connecson

Salety

A Identification Statss

input Points Vendot Rockwell Autamation] Major Fault Recoverable

Tam Dot Polis i) Minor Fault None
Product Type: Safety Discrete 0 Device Intemal State: Maior faul
Product Code 1756-1B16S
Revision 1o Confgured No
Senal Number 12345678 Owned Owned

Product Name AB 175648165 16 In Module identity.  Match

Stahes: Faubed oK Cancal Apply Help
Run Mode: Edle Connections: o
Diagnostics Thresholds Exceeded:  Present Fackets lost: o
Dizgrostics Sequince Count: 1 Timeouts: 0
Self Test: Passed
CPU Utilization: 0%

Time Synchronization

Status: Synchronized

Grand Master Clock Identity: 00109CFFFEDZ1B50

Local Clock Offset to System Time: 1556890263720758090 ns

Local Clock Offset Timestamp: 2019-05-03-13:27:24.175_969_480{UTC-05:00)
oK Help
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Point Diagnostics

Point diagnostics provide information on an individual point basis. For example,
you can check individual points on a 1756-IB16S safety input module for the
presence of a Short Circuit condition.

Remember the following:

e Notall 1756 ControlLogix digital safety I/O modules provide point
diagnostics.

e The point diagnostics that are available vary by module type and
functionality.

e There are some differences between modules, but most commonly, the
Module Properties dialog box category from which you can access point
diagnostics is Points.

Figure 6 shows how to access output point diagnostics on the 1756-1B16S
module and the diagnostics dialog box.

Figure 6 - Point Diagnostics

General Input Points
Connection
- Safety
Input Delay Time
- Module Info Paoint Paint Mode Test Source B b Diagnostics
- Input Points Off-=0n Onb{)ﬁ
- Test Output Points 00 | Safety | None MO0ms  ~0ms \
01 | Mot Used | None Moms Moms P 1
02 |Mot Used ~||None ~|0ms  »0ms v
03 | Not Used ||| None ~0ms ~0ms |v
04 | Mot Used | None ~|0ms  ~0ms |v
05 | Mot Used || None ~0ms  ~0ms v
06 _|Not Used ||| None M 0ms  v0ms |V
07 | Mot Used | None ~0ms  ~0ms |¥
08| Mot Used || None ~0ms  ~0ms v
09 |Mot Used || None ~0ms v 0ms  |v R I aaaatics “
10 | Mot Used | None > 0ms  ~0ms |¥
11_| Mot Used | None ~[0ms [~|0ms |v Pt esde -
12 | Mot Used || None ~0ms  ~[0ms v Tatles LAt o Ly e
13 | Mot Used ~||None ~0ms  ~0ms v
| == = [T BT
14| Mot Used | None >0ms  ~0ms |v
15 | Not Used || None ~|0ms v 0ms | 0 Ry
LT RLTE 1
Sl s iz e
Latch Fault until reset via output tag: Disabled - Land Lemmsloanp B Shea Dl ol o
el Land LE
o
LE
Status: Faulted

Pl Lemslons fie VReen LRnsmt e Hone

Eahzed Dmnpwraioe Lol EE

Fontd Dermmmboan B C3die el Domresaicnm 1ond Heae
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Logix Designer Application Tag Editor

Figure 7 show how fault conditions are indicated in the controller tags.

Figure 7 - Fault Indication in Controller Tags

Scope: | PSafety IO v| Show: All Tags
Name ==/« Value * Force Mask
4 Localzl {d i
/Lma’tm_uwmﬁ_ 0
Local:2:.ConnectionFaulted )
Mrﬁve
b Local:2:.DiagnosticSequenceCount 0
4 Local:2:1.Pt00 {.} {
Local:2:1.Pt00.Data 0
Local:2:1.Pt00.Fault 1
Local:2:1.Pt00.ShortCircuit 0
Local:2:1.Pt00.5tatus 0
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InternalFault Triggered on
the Safety Output Module

Table 3 - Conditions That Trigger InternalFault

Table 3 describes conditions that can trigger InternalFault.

Conditions

Output
Behavior

Tag Value

Diagnostic Value

1/0 Status
Indicator
State

« Output Mode - Blpolar

Point Operation Type -
Single

Point Mode - Safety
Aload is connected
between a sourcing output
point and a sinking output
point.

0.Ptxx.Data tag =0

An overload resistor shorts
the sourcing output point
to 0V DC

Faults

|.Ptxx.Fault tag =1

InternalFault =1

« Output Mode - Bipolar

Point Operation Type -
Single

Point Mode - Safety or
Safety Pulse Test

« Aload is connected

betweena sourcing output
point and a sinking output
point.

0.Ptxx.Datatag=0

Either output point shorts
to OV DC

Faults

|.Ptxx.Fault tag =1

InternalFault =1

« Output Mode - Sourcing

Point Operation Type -
Single

Point Mode - Safety or
Safety Pulse Test

+ OPtxx.Datatag=1

Output point shorts to
24V DC

Faults

I.Ptxx.Fault tag =1

IMPORTANT: The tag
value occurs on the
faulted output point
and all of its associated
group points.

InternalFault =1

IMPORTANT: The
diagnostic value occurs
on the faulted output
point and all of its
associated group
points.

The l/0
status
indicator for
the faulted
output point
is steady red.

Rockwell Automation Publication 1756-UM013A-EN-P - June 2019

When the conditions that trigger the diagnostics as described in Table 3 are
corrected, the output faults are cleared, the tags and diagnostics reset to 0, and the
I/O status indicators turn off.
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Notes:
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Topic Page
Access the Tags 114
Access the Tags 14
1756-1B16S Module Tags 115
1756-0BV8S Module Tags 17

Module tags are created when you add a module to the Studio 5000 Logix
Designer® application project.

The set of tags that are associated with any module depends on the choices that
you make in the Module Definition dialog box.

For the 1756-IB16S and 1756-OBV8S modules, there are Input and Output
tags.

IMPORTANT  The tables that are in this section list all tags available with a module. Not all
tags in the list are used when that module type is added to a project. Tag use
varies by module configuration.
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Access the Tags

Name Conventions

114

You can view tags from the Tag Editor.

1. Open your Logix Designer application project.
2. Right-click Controller Tags and choose Monitor Tags.

Controller Organizer v 3 X < Controller Tag:
& 5 Scope: | [3Safet
4 Controller Safety_|O
Name
Controller Tags
Controller Fault Handler & NewTag.. Ctri=W
Power-Up Handler Monitor Tags D
4 Tasks b
4 £ MainTask Eettigs
P L MainProgram Verity F
4 (T) SafetyTask Export Tags... 2:
b SafetyP .
2 SafetyProgram Print » 2
Unscheduled 5 Tocaka:
4 Matinn Graine l Sl

3. Open the tags as necessary to view specific tags.

Name =zl Value * Force Mask * Style Data Type Class
b Locakld ) {-} AB:5000_SDATELD Safety
b Locak1:0 [ [} AB:5000_SDI1E:0:0 Safety
4 Locak2d (] {) AB:5000_SDOELD Safety
LocakZ:lRunMode 0 Decimal BOOL Safety
Locak2:LConnectionFaulted 1 Decimal BOOL Safety
Locak2:L.Disgnostichctive o Decimal BOOL Safety

b Locab2LDiagnosticSequenceCount 0 Decimal SINT Safety
4 LocakZ:LPtD0 () (-} AB:5000_Safetyfeadback_Channetlk0 Safety
Local:Z1Pt00.Readback o Decimal BOOL Safety
Local:2:|.Pt00. Fault 1 Decimal BOOL Safety

Local: 2| Pt Uncertain 0 Decimal BOOL Safety
Lecal:ZI.P00.ShortCircuit o Decimal EQOL Safety
Locak2:|.Pt00.FieldPowerOff o Decimal BOOL Safety
Local:2:|.Pr00.Status o Decimal EOOL Safety

A Easak DaA1 [ o ABEAAN ColahDasdbhark Fhanasdifl  Cofass

The module tags use defined naming conventions. The conventions are as
follows: (example tag name = remote_ethernet_adapter_1:1.Pt00.Data).

An example module tag name is constructed as follows:

o remote_ecthernet_adapter = name of the EtherNet/IP™ adapter in the
system

e 1 =slot number

o I=rtagtype

For the 1756-IB16S and 1756-OBV8S modules, the possible 1/0 tag types
are I (input) and O (output).

e Pt00 = module point number

e Data = function

In this case, Data represents the input data that is returned to the owner-
controller.
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1756-1B16S Module Tags This section describes the tags that are associated with the 1756-IB16S module.

Input Tags

Table 4 describes the 1756-IB16S module input tags.
Table 4 - 1756-1B16S Module Input Tags

Name DataType | Definition Valid Values Available With These Input
Data Type Choices
RunMode BOOL Module operating state « 0=ldle Safety Data
« 1=Run Safety Packed Data

ConnectionFaulted BOOL Indicates if a connection is running. + 0= Connection running Safety Data

The module sets this tag to 0 when connected. If | « 1= Connection not running Safety Packed Data

the module is not connected, it changes the tag

to1.
DiagnosticActive BOOL Indicates if any diagnostics are active or if the « 0=No diagnostics active Safety Data

prognostics threshold is reached. - 1= 0One or more diagnostics are active | Safety Packed Data

or the prognostics threshold is reached

Uncertain BOOL Indicates that the channel data can beinaccurate | « 0= Good data Safety Packed Data
but the degree of inaccuracy isnotknown. | | _ oo oo

For more information, see Module Data This tag s set to 1 when the module

uality Reporting on page 40. has reached a critical operating
temperature or is higher the acceptable
operating temperature.

IMPORTANT: Once the condition that
causes the tag to change to 1is
removed, the tag automatically resets

t00.

DiagnosticSequenceCount | SINT |ncre_ment_s for each time a distinct Qia_gnostic « 1...255 Safety Data
condition is detected, and when a distinct The value of 0 is skipped except during Safety Packed Data
diagnostic condition transitions from detected to | module power-up.
not detected.

Set to zero by product reset or power cycle.
Wraps from 255 (-1) to 1 skipping zero.
Ptxx.Data BOOL Indicates the current safety input value. « 0=0ff Safety Data
« 1=0n Safety Packed Data
Ptxx.Fault BOOL Indicates one of the following: « 0=0Good data Safety Data

« The channel data is inaccurate and cannot | * 1= Bad data (faulted) or set to Not
be trusted for use in the application. Used

For more information, see Module Data Ifthe tag s set to 1, you must
Quality Reporting on page 40. troubleshoot the module to correct the
] cause of the inaccuracy.
+ The channel s set to Not Used. IMPORTANT: Once the condition that

causes the tag to change to 1is
removed, you must complete the steps
described in Safety Input Fault Reset on
page 50 to reset this tag to 0.

Ifthe tag is 1 because the channel is set
to Not Used, no action is required.

Ptxx.Uncertain BOOL Indicates that the channel data can beinaccurate | < 0= Good data Safety Data
but the degree of inaccuracy is not known. | 1= Uncertain data

For more information, see Module Data This tag s set to 1 when the module

uality Reporting on page 40. has reached a critical operating
temperature or is higher the acceptable
operating temperature.

IMPORTANT: Once the condition that
causes the tag to change to 1is
removed, the tag automatically resets
t00.
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Module Tag Definitions

Table 4 - 1756-1B16S Module Input Tags

Name DataType | Definition Valid Values Available With These Input
Data Type Choices
Ptxx.ShortCircuit BOOL Indicates a short circuit. +0=No short circuit Safety Data
+1="Short circuit
Ptxx.Status BOOL Indicates the status of the channel. + 0=Bad, causing a fault Safety Data
1= Good Safety Packed Data
Ptxx.TestOutputStatus BOOL Safety Packed Data
Testxx.Readback BOOL Indicates that a 24V DC power source is present | « 0= 24V DC power is not present Safety Data
at the test output. «1=24V DCpower s present
Testxx.Fault BOOL Indicates one of the following: « 0=0Good data Safety Data
- The channel datais inaccurate and cannot | * | =Bad data (faulted) or set to Not
be trusted for use in the application. Used _
For more information, see Module Data Ifthe tag s set to 1, you must
Quality Reporting on page 40. troubleshoot the module to correct the
) cause of the inaccuracy.
= The channel s set to Not Used. IMPORTANT: Once the condition that
causes the tag to change to 1is
removed, you must complete the steps
described in Safety Input Fault Reset on
page 50 to reset this tag to 0.7
Ifthe tag is 1 because the channel is set
to Not Used, no action is required.
Testxx.Uncertain BOOL Indicates that the channel data can beinaccurate | < 0= Good data Safety Data
but the dggree of inaccuracy is not known. | 1= Uncertain data
(F)or rlntoreR |nfortmat|0n, see 7’%8“'6 Data This tag is set to 1 when the module
ualily Reporling on page 40 has reached a critical operating
temperature or is higher the acceptable
operating temperature.
IMPORTANT: Once the condition that
causes the tag to change to 1is
removed, the tag automatically resets
t00.
Testxx.ShortCircuit BOOL Indicates an output short circuit « 0= No short circuit Safety Data
1= Short circuit
Testxx.FieldPowerOff BOOL Indicates that a field power loss condition exists | « 0= No field power off condition Safety Data
on the channel. « 1=Field power off condition
Testxx.Status BOOL Indicates the channel status. « 0=Fault Safety Data
+ 1=0Good

(1) If the Point Mode for the test output is Pulse Test or Power Supply when the Short Circuit condition is detected, the condition can be corrected but you cannot set the test output to a safe state.

Output Tags

Table 5 describes the 1756-IB16S module output tags.

Table 5 - 1756-1B16S Module Output Tags

Name Size Definition Valid Values Available With These
Output Data Type Choice
Ptxx.ResetFault BOOL When 'Latch Fault until reset via output tag' mode is Rising edge: the fault status is released | Safety Data
Enabled, the 1/0 channel will hold safety input fault if the fault has been removed.
indications until it checks that the fault is removed. If
the fault is removed, it will clear only the fault status
upon detecting that the ResetFault bit in its channel
sees a rising edge.
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Appendix B

1756-0BV8S Module Tags

Input Tags

Table 6 describes the 1756-OBV8S module input tags.

Table 6 - 1756-0BV8S Module Input Tags

This section describes the tags that are associated with the 1756-OBV8S module.

Name DataType | Definition Valid Values Available With These
Input Data Type Choices
RunMode BOOL Module’s operating state « 0=lIdle Safety Data
« T1=Run Safety Packed Data

ConnectionFaulted BOOL Indicates if a connection is running. 0= Connection is working Safety Data
The module sets this tag to 0 when connected. If | = 1= Connection is not working Safety Packed Data
the module is not connected, the controller
overwrites the tag to 1.

DiagnosticActive BOOL Indicates if any diagnostics are active or if the «0=No diagnostics active Safety Data
prognostics threshold i reached. 1=0ne or more diagnostics are active or | Safety Packed Data

the prognostics threshold is reached

Uncertain BOOL Indicates that the channel data can be inaccurate | » 0= Good data Safety Packed Data
but the dggree of inaccuracy is not known. . 1=Uncertain data
gor rll?toralnfo;matlon, see 7,\28(1“ Data This tag is set to 1 when the module has

uality heparting on page +0. reached a critical operating temperature
or is higher the acceptable operating
temperature.
IMPORTANT: Once the condition that
causes the tag to change to 1is removed,
the tag automatically resets to 0.

DiagnosticSequenceCount | SINT Increments for each time a distinct diagnostic 1...255 Safety Data
condition is detected, and when a distinct Safety Packed Data
diagnostic condition transitions from detected to
not detected.

Set to zero by product reset or power cycle. Wraps
from 255 (-1) to 1 skipping zero.

Ptxx.Readback BOOL Indicates that a 24V DC power source is connected | « 0 =24V DCpower is not present Safety Data
to the output circuit 1=24V DCpower is present Safety Packed Data

Ptxx.Fault BOOL Indicates one of the following: 0= Good data Safety Data
- The channel data is inaccurate and cannot be | * 1= Bad d.ata (faulted) or set to Not Used

trusted for use in the application. Ifthe tag is set to 1, you must

For more information. see Module Data troubleshoot the module to correct the

Quality Reporting on ’page 40. cause of the inaccuracy.

. The channel is set to Not Used IMPORTANT: Once the condition that
€ channefis set to Not Used. causes the tag to change to 1is removed,

you must complete the steps described
in Safety Output Fault Reset on page 63
to reset this tag t0 0.7
If the tag is 1 because the channel is set
to Not Used, no action is required.

Ptxx.Uncertain BOOL Indicates that the channel data can be inaccurate | + 0= Good data Safety Data
but the dggree of inaccuracy is not known. + 1= Uncertain data
(F)or rlntorfezlnfortmatlon, see 7’\28“6 Data This tag is set to 1 when the module has

ugiity neporting.on page 4°. reached a critical operating temperature
or is higher the acceptable operating
temperature.
IMPORTANT: Once the condition that
causes the tag to change to 1is removed,
the tag automatically resets to 0.
Ptxx.ShortCircuit BOOL Indicates a short circuit 0= No short circuit Safety Data

+1="Short circuit
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Table 6 - 1756-0BV8S Module Input Tags

Name DataType | Definition Valid Values Available With These
Input Data Type Choices
Ptxx.FieldPowerOff BOOL Indicates that a field power loss condition existson | « 0= No field power off condition Safety Data
the channel. « 1 ="Field power off condition
Ptxx.Status BOOL Indicates the channel status. + 0=Bad, causing fault Safety Data
+ 1=0Good Safety Packed Data

(1) Ifthe Point Mode for the test output is Pulse Test or Power Supply when the Short Circuit condition is detected, the condition can be corrected but you cannot set the test output to a safe state.

Output Tags

Table 7 describes the 1756-OBV8S module output tags.
Table 7 - 1756-0BV8S Module Output Tags

Name Size Definition Valid Values Available With These Output
Data Type Choices
Ptxx.Data BOOL Indicates the current output value. . 0=0ff Safety Data
« 1=0n Safety Packed Data
Ptxx.ResetFault BoOL When 'Latch Fault until reset via output tag' mode is | Rising edge: the fault status is released if | Safety Data

Enabled, the 1/0 channel will hold safety input fault | the fault has been removed.
indications until it checks that the fault is removed. If
the fault is removed, it will clear only the fault status
upon detecting that the ResetFault bit in its channel
sees arising edge.
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Application and Wiring Examples for Safety
Modules

Topic Page
1756-1B16S Module Wiring Diagrams 120
1756-0BV8S Module Wiring Diagrams 123

This appendix provides example wiring diagrams for the 1756 ControlLogix”
safety I/O modules that can be used in functional safety applications.

The wiring configuration affects the safety application level to which a
1756 ControlLogix I/O safety module is suitable.

IMPORTANT  This section shows example wiring diagrams on the 1756-IB16S safety input
module and the 1756-0BV8S safety output module.

Before You Begin Before you wire your module, remember that a SELV/PELV-rated 24V power
supply is required to supply field-side power to 1756 ControlLogix I/O safety

modules.
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1756-1B16S Module
Wiring Diagrams

You must connect a 24V DC SELV/PELV power source to the DC+/- terminals
to provide field-side power.

IMPORTANT -

The 24V (DC+ and DC-) power connections are used to supply field-side
power to the module.

All terminals with the same name are connected together on the module.
For example, DC+ can be connected to either terminal marked DC +.

Do not physically connect more than two wires to a single RTB terminal.

When the module is wired as shown, it is suitable for applications that are rated

up to, and including, Category 2 and PLd as defined in ISO 13849-1.

To achieve that suitability rating, you may have to perform diagnostic testing of

the safety function. One diagnostic test method is to configure the safety input
channel for Safety Pulse Test to test the circuit for short circuits to 24V DC.

Channel Connections
The diagram shows devices that are connected to safety input channel 0
and test output channel 0. You can connect devices to all 16 channels.

10-0
T0-1
10-2
10-3
10-4
10-5
10-6
10-7
100
T0-1
10-2
10-3
10-4
10-5
10-6
10-7
DC(-)

DC(-)

ps

f

NO—— O O——

gy + 3@l [N
[@]¢ 5I] [IN2
] 7/ [IN3
']@;m 9[ETT lIN-4
(D] 12 M [IN-5
16|14 BEDL] [IN-6
1&p] 16 15[E)]] |IN-7
1ED] 18 17[ED[] [IN-8
[&)]20 1911 |IN-9
[ 22 21/DI] [IN-10
(D] 24 23.CD[ | |IN-11
D26 25| |IN-12
16D] 28 27[EDT] [IN-13
&) 30 20/ [IN-14
1] 32 :1[DI] [IN-15
[ED1 3¢ a3iEDT 1 IDC(+)
D] 36 38D [pc(4)

|
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SELV/PELV-listed
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When the module is wired as shown, it is suitable for applications that are rated

up to, and including, Category 3 and PLd as defined in ISO 13849-1.

et g ot ncting 315, e 00| ]2 1@l| ko —0— T 0—
T0-1 [TED] ¢ 3 NT —o0— O ——
10-2| [1ED]6 5 IN-2
T03| [TED|8 7 IN-3
T0-4| [TED)]10 o IN-4
10-5| [IED]12 MG IN-5
10-6| [[CD] 14 13 IN-6
10-7| [1ED] 16 15/C IN-7

Channel Connections T0-0 I@ 18 17| IN-8
This diagram shows devices that are connected to safety input channels 0 and 1. T0-1 [@ 20 19/ IN-9
You can connect devices to all 16 channels. 10-2 |® 99 91 IN-10
T03| [16D]2¢ 2@ |IN-11
10-4| [1ED] 26 25 IN-12
10-5| [1ED] 28 27 IN-13
T10-6| [1ED]30 29 IN-14
10-7| [ 1ED] 32 31 IN-15
- D((-)| [ ]ED] 34 33 DC(+) ———
DC()| HDf 36 D] |pe(+)
T ! ! T
| |
- 24V DC +
SELV/PELV-listed
power supply
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When the module is wired as shown, it is suitable for applications that are rated
up to, and including, Category 4 and PLe as defined in ISO 13849-1. To achieve
that suitability rating, you may have to perform diagnostic testing of the safety
function.

One diagnostic test method is to configure the safety input channel for Safety
Pulse Test to test the circuit for short circuits to 24V DC. Safety input pairs must
be associated with different Test Output sources.

Channel Connections

This diagram shows devices that are connected to safety
input channels 0 and 1; and to test outputs 0 and 1.

You can connect devices to all 16 channels.
00| [[e]2 1]g@]]| [IN-0 o—7 00—
T0-1| [TE)] 4 3[EDI] |IN-1 o— o0 ——
T0-2| [IED] 6 5 IN-2
103 [ [ED]8 7 IN-3
10-4| [1ED |10 9[ED[] |IN-4
T0-5| [TED)] 12 11% IN-5
T0-6| | (€D 14 13 IN-6
10-7| [, 16 1s[EDT] |IN-7
T0-0| [ [ED] 18 17 IN-8
T0-1| [IED] 20 19 IN-9
T0-2| [[ED]22 21 IN-10
10-3) | ICh] 24 23 IN-11
10-4| [1ED]26 25| | |IN-12
10-5| [1ED 28 27[EDI] [IN-13
10-6| | 1D 30 20/ED[ | [IN-14
10-7| 1] 32 31|&D[ | [IN-15
DC(-) | [1ED)] 34 33/ED]] [DC(+)
DC(-) | HEY %8 DL p(+)
T 7
| |
- awpc
SELV/PELV-listed
power supply
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1756-0BV8S Module

You can use the 1756-OBV8S module in Bipolar mode or Sourcing mode.

Wiring Diagrams IMPORTANT

The 24V (DC+ and DC-) power connections are used to supply field-side power to the

module.

All terminals with the same name are connected together on the module. For example, DC+
can be connected to either terminal marked DC +.

Do not physically connect more than two wires to one RTB terminal.

Bipolar Mode

When the module is wired as shown, it is suitable for applications that are rated

up to, and including, Category 2 and PLd as defined in ISO 13849-1.

To achieve that suitability rating, you may have to perform diagnostic testing and
monitoring of the safety function. One diagnostic test method is to configure the
safety output channel for Safety Pulse Test to test the circuit for short circuits to

24V DC.

Channel Connections

This wiring example shows connections to Safety Output 0. You
are not limited to using channel 0 in this mode. You can use all
channels as determined by your application.

We strongly recommend that, if you have a direct connection
between the safety output module and an input module and those
modules are powered by separate power supplies, you connect
module DC- and actuator DC- together. This practice helps to
eliminate grounding float from disrupting diagnostics.
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When the module is wired as shown, it is suitable for applications that are rated

up to, and including, Category 4 and PLe as defined in ISO 13849-1.

To achieve that suitability rating, you may have to perform diagnostic testing and
monitoring of the safety function. One diagnostic test method is to configure the
safety output channel for Safety Pulse Test to test the circuit for short circuits to
24V DC.

e The application is configured so that a No Load fault can only be detected
if the wires from both the P- terminal and the M-terminal
are disconnected.

For Cat.4 applications, if your application remains in safe state, that is, the output
is off, for a prolonged duration, we recommend that you take one of these actions:

e Apply output monitoring at the actuator. The monitoring can be direct or
indirect.

e Limit the safe state to no more than 24 hours.

o Conduct functional test if safe state dwell time increases.

Connection Pairs

The terminals for each channel function as a Bipolar connection

pair when you use a 1756-0BV8S module in Bipolar switching T T =]
mode. For example, the Safety Output 0 P (Sourcing) terminal and J— 0UTO-M ﬁé\{é‘ u@% 0UTO-P
Safety Output O M (Sinking) terminal are a Bipolar connection pair. (__ -
That s, they are a P-M pair. 0UT1-M ﬂ%‘ Hk 21| OUT1-P
When the module is in Bipolar switching mode, you must connect @ | f Y
the device to both terminals. 0UT2-M a{‘{l_;) ﬂ@ ouT2-P
)
oursw | | [HSB[HER) | ours-p
Channel Connections oUT4-M @' u@ ouT4-P
This wiring example shows connections to the P-M pair for Safety 17 sy
Output 0. You are not limited to using channel 0 in this mode. You ouTS>-M ﬁ{%l ﬂl\%b ouTs-p
) . - ~
can use all channel pairs as determined by your application. OUT6-M Eb. H@ 0UT6-P
- wy | fd
| | . our7-M | | [iEB | 1ER)] | outr-p
We strongly recommend that, if you have a direct connection -
between the safety output module and an input module and those DC(+) q@' H'@ DC(-)
modules are powered by separate power supplies, you connect the P TP
DC- terminals together. This practice helps to eliminate grounding DC(+) ﬂ@' H@E’/’ D) ——
float from disrupting diagnostics. Va
+ -
24V DC
SELV/PELV-listed power
supply
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When the module is wired as shown, it is suitable for applications that are rated

up to, and including, Category 4 and PLe as defined in ISO 13849-1.

To achieve that suitability rating, you may have to perform diagnostic testing and
monitoring of the safety function. One diagnostic test method is to configure the

safety output channel for Safety Pulse Test to test the circuit for short circuits to
24V DC.

We strongly recommend that you connect separate shielded cables to the
P terminal and the M terminal to reduce possibility of a short between
these terminals. If a short is detected across the P-M pair, the module
outputs are turned off, but the actuator that is connected to the output
pair remains on.

No Load and Overload conditions are only detectable at the P terminal.

For Cat.4 applications, if your application remains in safe state, that is, the output
is off, for a prolonged duration, we recommend that you take one of these actions:

Actuator DC Power
In this wiring configuration, you must connect the DC+ terminal to
an SELV/PELV-listed power supply.
The DC+ and DC- on the actuator must be connected to the same
power supply as the DC+ and DC- on the module.

Connection Pairs

The terminals for each channel function as a Bipolar connection pair
when you use a 1756-0BV8S module in Bipolar switching mode. For
example, the Safety Output 0 P (Sourcing) terminal and

Safety Output 0 M (Sinking) terminal are a Bipolar connection pair.
That is, they are a P-M pair.

When the module is in Bipolar switching mode, you must connect the
device to both terminals.

Channel Connections

This wiring example shows connections to the P-M pair for Safety
Output 0. You are not limited to using channel 0 in this mode. You can
use all channel pairs as determined by your application.

We strongly recommend that, if you have a direct connection
between the safety output module and an input module and those
modules are powered by separate power supplies, you connect the DC-
terminals together. This practice helps to eliminate grounding float
from disrupting diagnostics.

Apply output monitoring at the actuator. The monitoring can be direct or
indirect.

Limit the safe state to no more than 24 hours.

Conduct functional test if safe state dwell time increases.

[ . _I_T_l——l /:'\—;\
AL — outo-m | | [l 2 ﬂ_{fh‘ ouTO-P
ourt-m | | B [IED)| | our-p
@ - our2-M | | [HEB ﬂ@ OUT2-P
ours-m | | [BSR|EER! | ours-p
oura-m | | (SR [EED)! | oura-r
outs-M | | [P | §2! | outs-p
oute-m | | (R [IER! | oute-p
our-m | | [IEBIIES! | ourr-p
e+ | | (BB | HEB)] | oc)
o) | | [TEBIIES) | oce)
£
g O
L
24V DC
SELV/PELV-listed power
supply
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Sourcing Mode

When the module is wired as shown, it is suitable for applications that are rated

up to, and including, Category 2 and PLd as defined in ISO 13849-1.

To achieve that suitability rating, you may have to perform diagnostic testing and
monitoring of the safety function. One diagnostic test method is to configure the

safety output channel for Safety Pulse Test to test the circuit for short circuits to
24V DC.

Channel Connections

This wiring example shows connections to Safety Output 0. You _§-“1— \ j_l
are not limited to using channel 0 in this mode. You can use all 0uT0-M ﬂ‘g_b' ﬂ@% ouTo-P N
channels as determined by your application. 17"
our-m | | [HEB[HEB) | oum-p Q
orzm | | [EEB[IEB] ou2e | 0
-./___\ DC-
We strongly recommend that, if you have a direct connection OUT3-M ﬂ@' H'Sb OUT3-p
between the safety output module and an input module and those
modules are powered by separate power supplies, you connect 0UT4-M @' u@ 0UT4-P
module DC- and actuator DC- together. This practice helps to 7, | I )
eliminate grounding float from disrupting diagnostics. 0uT5-M qgf) ﬂdb ouTs-P
oute-M | | [P HGB 0UT6-P
ou7-M | | R 1ER] | outr-p
Y |74
DC(+) g@, i) | bee)
oct+ | | {BEB[HED)| | ot
£

+ -

24V DC
SELV/PELV-listed power

supply

126 Rockwell Automation Publication 1756-UM013A-EN-P - June 2019



Application and Wiring Examples for Safety Modules  Appendix C

When the module is wired as shown, it is suitable for applications that are rated

up to, and including, Category 4 and PLe as defined in ISO 13849-1.

To achieve that suitability rating, you may have to perform diagnostic testing and
monitoring of the safety function. One diagnostic test method is to configure the

safety output channel for Safety Pulse Test to test the circuit for short circuits to
24V DC.

For Cat.4 applications, if your application remains in safe state, that is, the output
is off, for a prolonged duration, we recommend that you take one of these actions:

Connection Pairs
When you use dual-channel sourcing wiring on the 1756-0BV8S
module, you must connect the devices to dual-channel connection
pairs. For example, the devices are connected to channels 4 and 5
because they are a connection pair. These channels are
dual-channel connection pairs:

« Channels 0 and 1 (shown)
« Channels2and 3
« Channels4and 5
« Channels6and7

Channel Connections

This wiring example shows connections to Safety Output 0 P and
Safety Output TP. You are not limited to using channels 0 and 1in
this mode. You can use all channel pairs as determined by your
application.

We strongly recommend that, if you have a direct connection
between the safety output module and an input module and
those modules are powered by separate power supplies, you
connect module DC- and actuator DC- together. This practice helps
to eliminate grounding float from disrupting diagnostics.

Apply output monitoring at the actuator. The monitoring can be direct or
indirect.

Limit the safe state to no more than 24 hours.

Conduct functional test if safe state dwell time increases.

(] =i ____|
ouro-m | | [ER (16D | ouro-p T | ﬂ
OUTI-M 5 [§e2)] | ourt-p {gw
our- | | iR E@ 0UT2-P — @
ours-m | | [HER[EER)] | ours-

DC-
oura | | [ISB (RSB | ourap
ours-m | | (B [ER) | ours-p
0UT6-M (1'@ iR | oure-p
our7-M | | |IEB TR | outr-p
b+ | | [feB] B | ber)
oc+) | | (BB [iEB)] | pc) ———
()
i O
+ -
24V DC
SELV/PELV-listed power
supply
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Notes:
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Appendix D

Safety Data for Safety Modules

This appendix lists calculated values for probability of a dangerous failure on
demand (PFD), average frequency of a dangerous failure per hour (PFH), and
mean time to failure (MTTF). PFD and PFH calculations comply with
IEC61508, edition 2, 2010.

e For the 1756-IB16S, calculated values of PED and PFH appear in
Table 8 on page 130

e For the 1756-OBVSS, calculated values of PFD and PFH appear in
Table 9 on page 131.

PFD and PFH must be calculated for the devices within the system to comply
with the SIL level that is required for application.

You are responsible for following the requirements of ISO 13849-1:2008, to
assess Performance Levels in your safety system.

You must functionally test every I/O module by individually toggling each input
point and also verify that the controller detects it within the safety reaction time
(SRT). Additionally, you must individually toggle each output point by the
controller and user-verified that the output point changes state.

For more information, see the GuardLogix" 5580 and CompactGuardLogix 5380
Controller Systems Safety Reference Manual, publication 1756-RM012.
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AppendixD  Safety Data for Safety Modules

1756-1B16S Safety Data

Table 8 lists the safety data for the 1756-IB16S module.

Table 8 - 1756-1B16S Module Safety Parameter Data

Point Operation Type
Single Channel Dual Channel
(at controller instruction

Attribute level)
Safety Function Architecture (HFT) 0 1
Safe Failure Rate (M) [failures/hr] 7.9621E-07 8.6252E-07

Safe Detected Failure Rate (A.cp) " 7.95153E-07 8.61767E-07

Safe Undetected Failure Rate (KSU)“) 1.05746E-09 7.52962E-10
Dangerous Failure Rate (Ayp) [failures/hr] 4.49496E-07 5.34022E-07
Dangerous Detected Failure Rate (App) [failures/hr] 4.48899E-07 5.33556E-07
Dangerous Undetected Failure Rate (Ap) [failures/hr] 3.80996E-10 4.6619E-10
SRT [millisecond] 6
Automatic Diagnostic Test Interval (TD) [hr] 4
Useful Life [yr] 20
Systematic Capability (SC) 3
Safe Failure Fraction (SFF) [%] 99.97% 99.97%
PFH 3.80996E-10 4.6619E-10
PFD e 10yrs 1.66876E-05 2.04191E-05
Mission Time™ 20yrs 3.33753E-05 4.08383E-05
Diagnostic Coverage Average (DCyye) 99.87% 99.91%
Spurious Trip Rate (STR) 5.90E-06 —
MTTF [years] 91.64 81.74
MTTFy [years] 253.96 213.76

(1) (ASD)and (ASU) are calculated with assumption of Diagnostic Coverage of Safe Failure is same as Diagnostic Coverage of Dangerous Failure

130
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1756-0BV8S Safety Data

Table 9 - 1756-0BV8S Module Safety Data

Table 9 lists the safety data for the 1756-OBV8S module.

Output Mode
Sourcing Bipolar
Point Operation Type Point Operation Type

Attribute Single Dual Single
Safety Function Architecture (HFT) 0 1 1
Safe Failure Rate (A) [failures/hr] 1.16E-06 9.3E-07 9.5E-07

Safe Detected Failure Rate (A.cp) " 1.16E-06 9.3E-07 9.5E-07

Safe Undetected Failure Rate (KSU)“) 4.23E-10 5E-10 4.9E-10
Dangerous Failure Rate (Ap) [failures/hr] 9.01E-07 5.9-07 6.1E-07
Dangerous Detected Failure Rate (App) [failures/hr] 9.01E-07 5.9E-07 6.1E-07
Dangerous Undetected Failure Rate (Apy) [failures/hr] 3.29E-10 3.1E-10 3.1E-10
SRT [millisecond] 45
Automatic Diagnostic Test Interval (TD) [hr] 4
Useful Life [yr] 20
Systematic Capability (SC) 3
Safe Failure Fraction (SFF) [%] 99.98% 99.98% 99.98%
PFH 3.29E-10 3.1E-10 3.1E-10
PFD 10yrs 1.44E-05 1.4£-05 1.4€-05
Mission Time™ 20yrs 2.89E-05 2.8E-05 2.8E-05
Diagnostic Coverage Average (DCyye) 99.96% 99.95% 99.95%
Spurious Trip Rate (STR) 3.99E-06 2.68E-06 2.79E-06
MTTF [years] 55.50 75.09 7291
MTTFy [years] 126.69 194.80 186.19

(1) (ASD)and (ASU) are calculated with assumption of Diagnostic Coverage of Safe Failure is same as Diagnostic Coverage of Dangerous Failure
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AppendixD  Safety Data for Safety Modules

Notes:
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Index

C

configuration

reset safety modules to out-of-hox
configuration 93
configure

with Logix Designer application 39
connection 7

connection category

1756-1B16S and 1756-0BV8S modules 85
connection types 28

controller organizer

monitor tags 92
view module tags 92

D

data transmission

multicast method 28
data types

available with 1/0 modules 28

EDS

See electronic data sheet
electronic data sheet 7

F

firmware
obtain from PCDC 44

G

general category
1756-1B16S and 1756-0BV8S modules 83

1/0 status indicators
safety input modules 104
input points category
1756-1B16S module 88

K
keying
mechanical 21, 22

L

load current

digital output module 67
local I/0 modules 23, 31, 33

locking tab 21, 22
Logix 5000 controllers
ownership of 1/0 modules 24

Logix Designer application 39
configuration overview 26
connection types 28
module definition

safety modules 84
module tag definition 113
name module tags 114
replace a safety module 93 - 102
reset safety modules to out-of-hox
configuration 93
safety modules configuration 77 - 102
safety network number 83
tag editor 114
view module tags 92

M

masters 7
mechanical

keying 21, 22
module definition

dialog box
safety modules 84
module info category

1756-1B16S and 1756-0BV8S modules 87
module location

local /0 modules 23
remote /0 modules 24
module tags

definition 113
naming 114
tag editor 114
view 92
multicast

data broadcast method 31

no load detection
minimum time 67

0

ODVA7
out-of-box 96
ownership 24

P

PCDC

obtain firmware 44
PFD7

See probability of failure on demand.
PFH7

See probability of failure per hour.
probability of failure

on demand 7

per hour 7
proof test 7
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remote I/0 modules 24, 32, 33

removable terminal block 10

replace a safety module 93 - 102

reset safety modules to out-of-hox
configuration 93

RPI

valid value 30
RTB. See removable terminal block

S

safety category

1756-1B16S and 1756-0BV8S modules 86
safety network number 7, 83

short circuit protection

digital output modules 68
safety input modules 56
slaves 7

SNN 7

See safety network number.
status indicators 21, 22

safety input modules
I/0 status indicators 104

T

test output points category

1756-1B16S module 89
thermal switch

digital output modules 70
troubleshooting

connection category 107
general category 106
module Info category 107
module status indicators 21, 22
safety input modules

I/0 status indicators 104
tag editor 110

v

voltage range
digital /0 module 10

W

wiring connections
removable terminal block 10
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firmware.
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